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CHAPTER ONE

1. INTRODUCTION
1.1 BACKGROURND OF THE STUDY

Management Information System is basically conagrmath processing data in to
information which is then communicated to the vasi®epartments in an organization for

appropriate decision-making as follows:

A 4
A 4

A 4

Data Information Communication Decision

Data collection involves the use of Information fieclogy (IT) comprising: computers and
telecommunications networks (E-mail, Voice maitehmet, Telephone etc.)

» Computers are important for more quantitative, tlyamlitative, data collection,
storage and retrieval; Special features are spaddaacuracy, and storage of the
large amount of data.

» Telecommunications provide the means for one waywofway communication and
for the transmission of messages. A combinatiomfarmation Technology (IT) is
used: telephone, computer, processor, printer,/fetiot of time and money saved

and the security of data and messages is ensttgat//(vww.microsoft.com

Management Information System provides severalfiisrie the business organization: the
means of effective and efficient coordination betweDepartments; quick and reliable
referencing; access to relevant data and documests;of less labor; improvement in
organizational and departmental techniques; managerof day-to-day activates (as
accounts, stock control, payroll, etc.); day-to-agesistance in a Department and closer
contact with the rest of the world. It is importalt note that whatever Information
Technology (IT) is installed must be appropriatéh® organization, and to each department

(http://www.microsoft.com

In general Organization’s run on Information Tedogy (IT) for their competitive

advantage and Information Technology (IT) is gisaime level of attention to financial
1



supervision and overall enterprise governance.ckWfe management of information and
related information technology is becoming critigaimportant to the survival and success
of an organization. Good Information Technology krisnanagement and clear
communication not only reduce the cost and damagsed by Information Technology
failures but also stimulate greater trust, teamwand confidence in the use of Information
Technology itself and the people trusted Informatieechnology services. (Dashen Bank,
Annual Report 2006:2)

Management Information Systems auditing is definedany audit that covers the review

and evaluation of all aspects of automated infoiongbrocessing systems and the interfaces
between them. In other words, Management Informafgstem audit is a branch of general

auditing concerned with control of information aadmmunication technologies.(Dashen

Bank, Annual Report 2006:2)

1.2 BACKGROUND OF THE ORGANIZTION
Dashen Bank S.C. is a privately owned company kstedol on September 20,1995 E.C. in

accordance with the licensing and supervision ohKday Business Proclamation No.
84/1994 of Ethiopia to undertake commercial bankactvities, with a paid up capital of
Birr 50 million and 33 shareholder. Currently, thank has managed to raise its paid up
Capital to Birr 454 million. The Bank has 2,110 doyees and more than 540,000
customers. And Dashen Bank S.C. is the first ndtascbrBank and it has three divisions
under the Control department namely: Managemenotrimtion System, Internal Audit and
Inspection Divisions (Dashen Bank™ 2nnual Report June 30, 2008:6)

Information and Information Systems are assetsigli kalue to Dashen Bank as they are
vital to all aspects of its operations. Hence, thayst be protected with high care from
threats, such as disclosure, abuse damage or luesthev accidental or deliberate (Dashen

Bank Information Systems Audit Manual 2006:3)



Dashen Bank S.C. has ten Departments and one afhwhi Control Department. As
mentioned before there are three divisions undertr@bDepartment namely: Management
Information System, Internal Audit and InspectioiviBions. This study attempted to audit
the practice of Management Information System ishH2a Bank S.C. with a special focus
on the function of Management Information Systemisitn, identified problem and

forward the possible recommendation.

1.3STATEMENT OF THE PROBLEM

Fast and dramatic advances in Information technpladile providing great benefits of
technology, have also created significant and exdiaary risks to organizations, especially
banks. Some of the known technology risks incla@eong other things: lack of control and
audit trail it means lack of control hardware aruftwgare resources are protected from
physical and logical hazarded and lack of audial ttack of audit system software;
inaccurate reporting; loss of user confidence/bati¢he process; lost business or no longer
existence in business; loss of privacy and confidkty/loss of secret and belief of user,
inadequate protection of information resourcestagsis limitation of system security to
protect resources/asset; interruption of busingssrations meaning braking business
activity; lack of data integrity or lack of data rmapleteness; etc. These risks must be
effectively controlled by banks in order to avoidrdptions to business and potential losses.
To control this risk observed by the study withadedbllection method like Questioner and
Interview, the availability of an efficient and wealeveloped Management Information
Systems is essential. Failure in applying propemagement Information Systems will
result in one or more of the above listed risks.

But the main issues are determining how to applpdg@ment Information System, which
area, and how to identify problems and the best efaapplying Management Information

Systems to get the maximum out of it.



1.4 BASIC RESEARCH QUESTION
This study is an attempted to audit Dashen Bankandgement Information Systems
practice. As such, it was tried to answer the feilgy questions:-

* How is Management Information Systems practiceldashen Bank?

* What are its major challenges?

* What can be done to solve the problems?

1.50BJECTIVES OF THE STUDY
1.5.1 General Objective of the study

The general objective of this study audited theéestd Management Information Systems
practice and find the problem of Management Infdroma Systems then proposed a
corrective measures that helped to develop the yamant Information Systems role of the
bank.

1.5.2 Specific objectives of the study
- Specific objectives dhe study on the base of general objective:
o Find the way how Management Information Systemstm®@in the bank.
o Identified the major challenges facing the bankhwiégards to its Management

Information Systems function.

0 Suggested viable solutions based on the findings.

1.6 SIGNIFICANCE OF THE STUDY

Significance of the study to be; Firstly, it allotse researcher completed the requirements
of the course Seminar in Management which is onehef per-requisite courses for
graduation. Second, as it identified the weakneszed strengths of Management
Information Systems practices in Dashen Bank, It aelp them take certain corrective
measures to overcome the Information Technology(sKs to which the Bank is exposed.
Third, as the Management Information Systems pradti other Banks as well is more or
less the same, they find the recommendations sfstuidy useful. Fourth, it will serve as a

starting point to fill the gap in the dearth ofeasch in this area.



1.7 SCOPE/DELIMITATION OF THE STUDY

As mentioned before, Dashen Bank S.C. constitutedanagement Information System
division within the control department. This studygeneral was audited the function of this
division. In addition to that the study emphasiteel security of Management Information
System. In other words this study was not including functions of internal audit and

inspection division.

1.8 RESEARCH DESGIN & METHODOLOGY
1.8.1 Research Design

This research is relied on Descriptive researchrigeie that used to a review come up to
collated data. The research design included callecof review of related literature,
development of questionnaire & interview questicc@mnpletion of data get from primary
and secondary sources as mentioned under Dataaiygesummarized findings conclusions

& forwarded recommendations that are relevant thress the situation.

1.8.2 Population and Sampling Techniques
The total population consists of 300 staff memlers head office of the bank. To take out
the research, the total population classified basethe positions each staff member has in

the bank as expressed below in table 1.

Strata No Population Sample size
Manager 1 1
Department Head 1 1
Division Head 1 1
Supervisor 3 3
Auditor 20 20
Information Technology Staff 274 64
Total 300 90




To make the sample representative the study used Roobability sampling techniques
particularly Simple Random sampling techniques. $eguently, out of the total population,
90 members of the employees (30% of the total @tjaun) is concerned about the study by
using conventional method it says, if the total hemof population less than 1000 take 30%

of total population as a sample.

Simple Random sampling techniques to be used becalists correctness, less cost,
straightforwardness. In addition to that it givesatl population equal chance when select a
sample. As a result, it makes available each merabdéne population to have an equal
probability of being picked or choose. Generallyn@e Random Sampling will help

avoiding bias in sample selection .The sample aet¢snadicated on the above in table 1.

1.8.3 Types of Data to be collected

In order to achieve the planned objective, datéectdd from both secondary and primary
sources. Secondary data obtained from books, ojdummal articles, and other published
literature in order to navigate the theoretical enpihnings of Management Information
System. To supplement this, primary data to be egath through interview with the

Information System(IS) Auditors in order to gativdbrmation on Management Information

System practice of the Bank. In addition, questares also prepared and distributed to
Information Technology(IT) staff and selected maragin order to garner further

information on the practice of Management InformatSystem in the Bank.

1.8.4 Methods of Data Collection

The research to be used Interview and questiomath the Information System (IS)
Auditors and Information Technology(IT) staff andlected managers to collect primary
information. Besides, different records were refdrto get secondary information. The use
of these combined methods provides the relevaatnmtion by applied each tool where the
case requires done. Questionnaires & interview atethas preferred because it enables the
researcher to get well-located responses rather dffzers method. In questionnaires are
used open ended questions because it gives frekmoespondent to respond the questions,

which uses for researcher to get more informatlwouathe study.
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1.8.5 Data analysis methods

After the data is collected from the data sourcgdagned before, with descriptive statistics

data to be tabulated, systematically analyzed, mzgd & interpreted using prevalence

consideration and percentage. Thus, descriptivisststa method used to analyze the data

because it is suitable and simple to analyzingltta.

1.9LIMITATION OF THE STUDY

This study is limited only in selected Managemefibimation System Division in different
department because of time and money constraispi2ethe above limitation there is also

problem of getting Information.

1.10 ORGANIZATION OF THE STUDY

This paper presented in four Chapters. The firgpg@dr includes Background of the study &
Background of the Organization, Statement of thebl@m, Basic research question,
Objective of the study, Significance of the stuigppe/Delimitation of the study, Research
design & methodology which all accounts to theadtiction part. The second Chapter
deeply deals with Review of related literature. Thied Chapter is discussed the finding of
the study, thus it is tried to analyze and integjthe data that is obtained. Finally, the fourth

Chapter covered the Conclusion and Recommendatitire study.



CHAPTER TWO
2. LITERATURE REVIEW

2.1 Definition of Management Information Systems adgliting

Different Authors give different definitions of theubject of Management Information
Systems auditing. However, most of these defingtitotus on some important features of
Management Information Systems audit. For instamees of the definitions considers
Management Information Systems audit as any atdit éncompasses the review and
evaluation of all aspects of automated informafiwacessing systems and the interfaces
between them. It further states emphasizes the, ahdit as an independent branch of
general auditing concerned with governance (conwblinformation and communication

technologies(Dashen Bank Information System Mar6:1)

Another definition considers this audit as a precekevidence collection and evaluation
allowing to decide whether a computer system (mgttion system) ensures assets’ security,
data integrity, as well as helps to efficiently ls@eganizational goals and rationally use the
resources (Ron A. Weber,1999:10). Other additideéihition which focuses on the process
aspect defined as a systematic process of objgctiebtaining and evaluating
evidence/information regarding the proper impleragah, operation and control of
information and the Information System resourcesollld be considered a part of Financial
Audit (Reserve Bank of India, 2001:17-20). In thelewhat one can see is that while the
first definition focused on the information govenga role of Management Information
Systems audit, the later definitions took a prosg=ss of Management Information Systems

audit.



2.2 Objectives of Management Information Systems

As a whole objective of Management Information 8ys is a system that provides
information needed to manage organizations effelstivManagement information systems
are regarded to be a subset of the overall intermiadrols procedures in a business, which
cover the application of people, documents, tedagies and procedures used by
management accountants to solve business problechsas costing a product, service or a
business-wide strategy. Management information esyst are distinct from regular
information systems in that they are used to amabther information systems applied in
operational activities in the organization. Acadesatly, the term is commonly used to refer
to the group of information management methods teedhe automation or support of

human decision making. (Wikipedia, the free engyettia: Saturday, January 1,2011)

2.3 Specific Objectives of Management Information ystems

2.3.1 Safeguarding ofnformation System Assets/Resources:

The information system resources of the organiratardware, software, facilities,
people (knowledge), data file, system documentatemd supplies — must be
protected by a system of internal controls becauselware can be damaged
spitefully, software and data files can be stoldgleted or changed and supplies of
transferable forms can be used for unauthorizeggsas. Thus, one of the important
objectives of Management Information Systems ismsure that these important
assets/resources of the organization are safeguéma®a all sorts of hazards, be it

intentional or accidental.(Reserve Bank of Ind20217)

Accidental hazards include fire, flood, power fadetc. Fire starts accidentally or is
the result of a deliberate attack. All the compuretallations should take adequate
precautions to ensure that fire can be preveneteécted and extinguished. Flooding
can cause extensive damage to the computer syslémaspower supply for the
computer installations is a vital service need &hne uninterrupted availability
thereof has to be ensured to facilitate continintyprocessing. (Reserve Bank of
India, 2001:17)



2.3.2 Maintenance of Data Integrity:

The basic use of Management information systenhs ¢apture, store, and process,
retrieve, and transmit data in a secure and efficreanner. In this process, data
integrity- its accuracy, confidentiality, compleéss, up-to date status, reliability and
availability is of paramount importance to the omngation. In other words, a
compromise in data integrity could undermine thempetitive position of the
organization or may inflict damage on the interestsvarious stakeholders in a
networked environment. Thus, Management Informa8gatem seeks to safeguard
the organization’s information resources/assetf siscaccounting records, backups,
documentation and many others against unauthorizeftlition, deletion,

modification/alternation, or access. (Reserve Bankdia, 2001:17)

2.3.3 Maintenance of System Effectiveness:

The main objective of introducing computerized mnfation systems in the
organizations in the Banking and financial secsaioiallow them achieve their goals
effectively and efficiently. And the more effectigech systems are, even the better.
Therefore, one of the objectives of Managementrinédion Systems is to verify
system effectiveness by providing inputs to deeuhen, what and how the system
should be improved, so that its utility to the mgerment is maximum. (Reserve
Bank of India, 2001:17)

The Management Information System manager’s redpbtysis to examine how
the information systems assist in the achieveméntagh organization’s goals.
System Effectiveness is a ratio of the actual duipthe standard (budgeted) output.
If it is more than 100%, effectiveness is achievadeglse, it shall be deemed that
ineffectiveness has been introduced in the busipessss. Major goals and criteria
of computerization are: improved task accomplishistenmproved quality;
operational effectiveness; technical effectiveneaagd economic effectiveness.
(Reserve Bank of India, 2001:17)



2.3.4 Ensuring System Efficiency:

System efficiency refers to the ability of an infation system to produce maximum
output (objectives) with a given resource (costjooproduce a given level of output
(objectives) with a minimum resource (cost) andnsasured by the ratio of actual
output to actual input. The resources used by darnmation system such as
hardware, software, computer peripherals, systersopeel, etc. are scarce and
costly. The need to ensure system efficiency besoespecially important when
there is no excess capacity in terms of resouttes Information System(IS) uses
minimum resources to achieve the desired objectives said to be efficient.

Otherwise, it is said to be inefficient. (ResenanB of India, 2001:17)

If computerization results in the degradation dicegncy, the effort for making the
process automated is defeated. Hence, the assdassiéme capabilities of the
hardware and software against the workload of tingrenment is very essential.
Thus, Management Information System seeks to engluee efficient use of
information system resources/assets. As suchnfieentation System(IS) managers
are responsible to examine how efficient the apfibn software is in relation to the
users and the workload of the environment. Theegysthould assist in management
planning and efficient execution thereof. In thsntext, the efficient use of the
hardware resources and their up gradation, asegglirements, is very essential.
Automation should deliver the planned results wibs consumption of computer
hardware, software, computerized operations andpaoten personnel. (Reserve
Bank of India, 2001:17)

2.3.5 Other Objectives:

a) Management Information Systems are observe t@ lseibset of the overall
internal controls procedures in a business, whrec knowledge, documents,
and technologies, procedures, used by the managemenuntants to solve the

management problems. (Reserve Bank of India, 20020}



b) Ensuring that the implementation of Informatibachnology in the organization
Is in accordance with the parameters laid downhiea $ecurity Policy of the

organization, as approved by the Board of Diregtors

c) Verifying whether the information systems prases and policies have been
devised for the entire organization and that thlganization’'s systems, procedures
and practices are adhered to and that due prudenerercised at all times in
accordance with the circulars and instructions docomputerized environment,

issued management of the organization;

d) Verifying whether proper security policies/prdoees have been formulated and
implemented regarding the duties of the system adimators, system

administrators and persons operating the systemhdidy operations;

e) Contributing effectively towards the minimizatiof computer abuses/crimes by
suggesting steps for removing any laxity/carelessmdserved in the physical and
logical controls. (Reserve Bank of India, 2001:10j-2

f) Suggesting improvements in the security costfol the information systems.

g) Acting as an advisor to the management of tgaroration for improving security
and Information Technology(IT) implementation starus.
(Reserve Bank of India, 2001:17-20)

2.4 Benefits of Management Information System

Information systems are implemented within an oizmtion for the benefit/purpose of

improving the effectiveness and efficiency of thatganization. Capabilities of the

information system and characteristics of the omgion, its work systems, its people and
its development and implementation methodologigetteer determine the extent to which

that purpose is achieved. (Wikipedia, the free elopedia: Sunday, January2,2011)



2.5 Scope of Management Information System

The Purpose and Scope of Management Informatiorte®gs can be defined as ‘The
combination of human and computer based resouheggdsults in the collection, storage,
retrieval, communication and use of data for theppse of efficient management of

operations and for business planningiw{wv.coursework.infoSunday, January 2, 2011)

2.6 Types of Management Information System

- Data bank Information systems:refer to creation of a database by classifyingstodng
data which might be potentially useful to the diecismaker. The information provided by
the databank is merely suggestive. The decisionremaéis to determine contextually the
cause and effect relationships. Management Infeomabystem designs based on the
databank information system are better suited fastructured decisions. (Davis

an(www.course work.info)Olson: Friday, January 81,9

- Predictive information systems: provide source and data along with predictions and
inferences. The decision-maker can also enquite aghat if a certain action is taken?’
and whether the underlying assumptions are trues fifpe of Management Information
System is useful for semi-structured decisions.vi®an(www.course work.info)Olson:
Friday, January 31,2011)

- Decision-making information systems:provide expert advice to the decision-maker
either in the form of a single recommended coufsetion or as criteria for choice, given
the value system prevailing in the organizatione Becision-maker has just to approve,
disapprove or modify the recommendation. Decisi@kimg information systems are
suitable for structured decisions. Operations meteand cost-effectiveness studies are
examples of decision-making information systems. a\ip an(www.course

work.info)Olson: Friday, January 31,2011)

- Decision-taking information systems:integrate predictive information and decision-

making systems. (Davis an(www.course work.info)@ldériday, January 31,2011)



2.7 Management Information System Process

2.7.1 First establish management information neadsformulate broad systems objectives
SO0 as to delineate important decision areas (g@@&neral management, financial
management or human resources management). Wi decision areas there will
be factors relevant to the management decisiorsgeeg general management will be
concerned about its relationship with the managoard, institute-client relationships
and information to be provided to the staff. Thidl then lead the design team to ask
what information units will be needed to monitoe tldentified factors of concern.

Positions or managers needing information for decismaking will be identified.

2.7.2 Develop a general description of a possibEndgement Information System as a
coarse design. This design will have to furtheineeby more precise specifications.
For efficient management of information processitige management Information
System should be based on a few databases retatéiffdrent sub-systems of the

organization.

2.7.3 Once the information units needed have besrermined and a systems design
developed, decide how information will be collectdbsitions will be allocated

responsibility for generating and packaging theinfation.

2.7.4 Develop a network showing information flows.

2.7.5 Test the system until it meets the operatio®guirements, considering the

specifications stipulated for performance and fhecsied organizational constraints.

2.7.6 Re-check that all the critical data pertagnilo various sub-systems and for the
organization as a whole are fully captured. Ensbat information is generated in a

timely manner.

2.7.7 Monitor actual implementation of the Managetméformation System and its
functioning from time to time.
(Davis an(www.course work.info)Olson: Friday, Janu31,2011)



2.8 Management Information System audit in Banks

The scope and objective of Management Informatigsteé®n auditing is normally defined
by the Bank’s Management. Management Informatiost&Sy auditing in Banks could be
broadly classified into two categories:

a) Management Information System auditing at Inforomati Technology(IT)
department (review of Information Technology(IT)ntmls applicable across the
Bank);

b) Management Information System auditing at compzeeribranches. The details of
this audit would vary depending on the type of tnfation Technology(IT)
deployment at the branch.

Sample list of Management Information System aoglitvith scope and objectives which
are relevant to Banks and its branches include ngnabher things: implementation audit;
environmental and physical access controls revidvgical access controls review;
Information System(IS) operations review; Systemvédepment Life Cycle (SDLC)
controls review; business continuity planning regi@pplication controls and data security
review; Information Technology(IT) security reviewiformation Technology(IT) policies
review; certification of vendor software; and Infation Technology(IT) Training. (A.
Rafeq, 2003:1107)

2.8.1 Implementation Audit

This audit covers review of controls over all theitical areas of Information
Technology(IT) operations in branches of a Banke Hneas to be reviewed are usually
provided by the Bank with control objectives andahklists as relevant to the branch. It
includes review of controls relating to environnaraccess, physical access, logical access,
software installation, change management, paranss#ings, business continuity, user
management, etc. (A. Rafeq, 2003:1107-1108)



2.8.2 Review of Environmental And Physical Accessdbtrols

The review covers the controls over the Informafi@cthnology(IT) process of managing
facilities specifically the environmental and plogi security relating to information
technology. It is expected to provide assurancehto management that the process of
environment and physical access to Information meldgy(IT) resources are appropriately
controlled and monitored so as to satisfy the mssrequirement of providing a suitable
physical surrounding which protects the Informatischnology(IT) equipment and people
against man-made and natural hazards. Environmaotaks controls are controls related to
facilities provided for housing Information Techagy(IT) resources such as those related
to physical location, power sources-electricityngmetor, fire extinguisher, smoke detector
alarm, humidifiers, etc. Physical access controés @ntrols relating to physical security
such as locks, security guard, door alarms, réstrientry, visitor control, video monitoring,
etc. (A. Rafeq, 2003:1107-1108)

2.8.3. Logical Access Controls Review

This review covers the control over the Informatidachnology(IT) process of ensuing
systems security specifically related to logicaless and is expected to provide assurance to
the management that the processes in place iniggeadcess to systems satisfy the business
requirements of safeguarding information againstautimorized use, disclosure or
modification, damage or loss. It relates to thetis relating to the logical access to the
data and information and its protection by provigdatcess on a need to know on a need to
do basis. This review covers access controls ngatito operating software,
telecommunications software, database softwareapptications software(access controls).
The major focus areas of controls to be reviewdatedo access controls at each layer of
Information Technology(IT) primarily from perspecai of security—that is, from the
perspective of maintaining confidentiality, intagriand availability of data. (A. Rafeq,
2003:1107-1108)



2.8.4. Information System Operations Controls Revig

This review covers the controls over the Informatitechnology(IT) process of ensuring
that there are appropriate controls relating to A8ministration, organization and
management such as formulation of policies, proesiuand practices relating to
information systems. (A. Rafeq, 2003:1107-1108)

2.8.5. System Development Life Cycle (SDLC) ContrelReview

This review covers the controls over the systemelbgpment life cycle methodology
adapted by the enterprise so as to provide anassithat the business requirements are
satisfied system(software, data and infrastructare)clearly defined before a development,
implementation or modification project is approvdade system development life cycle
methodology is reviewed to confirm whether the 8ohis functional and operational
requirements are specified including performaneéety, reliability, compatibility, security
and legislation. (A. Rafeq, 2003:1107-1108)

2.8.6. Business Contingency Planning Review

This review covers the control over the Informatibechnology(IT) process of ensuring
continuous service and is expected to provide asserthat there are available processes
that satisfy the business requirements so as toensake Information Technology(IT)
services are available as required and to ensomi@ienum business impact in the event of a
major disruption. It primarily deals with controlelating to the capability of the
organization to meet any undesired events, whiahdcdisrupt the operations partially or
wholly. The focus of this review is to assess tbéces, procedures and practices in place
to ensure that the organization is in a positioretmver from any disaster affecting the IT
and, thus, the operations. (A. Rafeq, 2003:11028110



2.8.7. Review of Application Controls and Data Secity

This review covers the control over the Informatibachnology(IT) process of managing
and protecting data and is expected to providerassa that appropriate and adequate
controls are available in the application softwaéeployed at the enterprise and these satisfy
the business requirement of ensuring that datainrsne@mplete, accurate and valid during
its input, update and storage. It involves reviefvcontrols available in the specified
applications package. It also involves assessnferdrdrols at various stages such as Input,
Processing, Output, Storage, Retrieval and Trarssomis The available security features in
the package relating to Confidentiality, Integrayd Availability of data are assessed. The
prevailing Organization structure, policies, prosex$ and practices were mapped with the

information systems to assess controls. (A. R&163:1107-1108)

2.8.8. Information Technology Security Review

This review involves evaluation of security in timormation Technology(IT) environment
at various layers. This involves assessment ofrggduom the technology perspective. It
also covers security at various layers of Inforovaflechnology (IT) Such as physical layer,
network layer, operation system layer, databaseerlagnd applications. (A. Rafeq,
2003:1107-1108)

2.8.9. Information Technology Policies Review

This review involves evaluation of policies, prooees and practices relating to the
Information Technology(IT) environment. It involvassessment of policies to ensure their
adequacy and appropriateness as per the requirenoénthe enterprises. (A. Rafeq,

2003:1107-1108)



2.8.10. Certification of Vendor Software

This involves review of application software forsassing whether all the Banking related
controls as claimed by the vendor are met by tiptiagtion. The primary objective of this
assignment is to conduct applications review ofpghekage so as to review and evaluate the
availability, adequacy and appropriateness of otstrfrom the Banker's (user's)
perspective. The review is expected to provide aealsle assurance to the users on the
availability, adequacy and appropriateness of mimmievel of controls in the package, in
general as per accepted standard and specificalladapted to Banking. (A. Rafeq,
2003:1107-1108)

2.8.11. Information System Training

Banks require training programs for their InformatiTechnology(IT) and non-Information
Technology(IT) professionals. The areas of trainioguld cover various aspects of
Information Technology(IT) implementation, Inforrmat Technology(IT) audit, security
and control. (A. Rafeq 2003:1107-1108)

2.9 KNOWLEDGE, SKILLS, AND ABILITIES NEEDED TO PERF ORM
MANAGEMENT INFORMATION SYSTEM PROCEDURES IN A
COMPUTER BASED ENVIRONMENT APPENDIX
The technical and functional skills, knowledge,litibg listed below are based on general
occupational qualifications for computer and Infatian Systems Managers commonly
recognized by most employers. Typically, you wilit ibe required to have all of the skills,
knowledge, abilities listed to be a successfulgrenker. Recruitment and selection standards
for an individual state job must be based on trexiéip knowledge, skills and abilities for
that job as indicated in the job announcement abddescription in the Employee Work
Profile. (http://jobs.virginia.gov/careerguides/ComplinfosSysMtm:Wednesdallarch
3,2011)




Knowledge

- Business and management principles involvedrateggic planning, resource allocation,
human resources modeling, leadership technjgeduction methods, and coordination
of people and resources.

- Circuit boards, processors, chips, electroniaggeant, and computer hardware and
software, including applications and programgnin

- Arithmetic, algebra, geometry, calculus, statstand their applications.

- Structure and content of the English languagkiging the meaning and spelling words,
rules of compositions, and grammar.

- Economic and accounting principles and practittesfinancial markets, banking and the
analysis and reporting of financial data.

- Principles and procedures for personnel recruitneelection, training, compensation and
benefits, labor relations and negotiation, aaspnnel information systems.

- Principles and methods for curriculum and tragnilesign, teaching and instruction for and
individuals groups, and the measurement of tngieffects.

- Administrative and clerical procedures and sysseich as word processing, managing
files and records, stenography and transcriptiesigning forms, and other office
procedures and terminology.

- Principles and processes for providing customerg@ersonal services. This includes
customer needs assessment, meeting quality stlnide services, and evaluation of
customer satisfaction.

- Human behavior and performance; individual défezes in ability, personality, and
interests; learning and motivation; psychologreslearch methods; and the assessment and

treatment of behavioral and affective disorders.
(http://jobs.virginia.gov/careerguides/ComplinfosSysMtnm Wednesday, March 3,2001)




Skills

- Adjusting actions in relation to others’ actions.

- Understanding written sentences and paragraphsiik related documents.

- Communication effectively in writing as appropedor the needs of the audience.

- Understanding the implications of new informatfonboth current and future problem-
solving and decision-making.

- Considering the relative costs and benefits ¢éipiial actions to choose the most
Appropriate one.

- Talking to others to convey information effective

- Motivating, developing, directing people as theyrk, identifying the best people for the
job.

- Using logic and reasoning to identify the strérsgand weaknesses of alternative solutions,
conclusions or approaches to problems.

- Analyzing needs and product requirements to eraatesign.

- Being aware of others’ reactions and understandainy they react as they do.

(http://jobs.virginia.gov/careerguides/ComplinfosSgsMtnt Wednesday, March 3,2001)

Abilities

- Listen to and understand information and ideasgmted through spoken words and
sentences.

- Communicate information and ideas in speakingthers will understand.

- Read and understand information and ideas predémtvriting.

- Communicate information and ideas in writing $ieens will understand.

- Choose the right mathematical methods or formuda®lve a problem.

- Add, subtract, multiply or divide quickly and cectly.

- Speak clearly so others can understand you.

- Apply general rules to specific problems to proelanswers that make sense.

- See details at close range (within a few feg¢hefobserver).

- Combine pieces of information to form generaésubr conclusions (includes finding a

relationship among seemingly unrelated events).

(http://jobs.virginia.gov/careerguides/ComplinfosSgsMtnm Wednesday, March 3,2001)



CHAPTER THREE
3. DATA PRESENTATION, ANALYSIS & NTERPRETATION

3.1 INTRODUCTION

This chapter presents the analysis of results mddaithorough self-administered
guestionnaires and a one-to-one interview of theg@@stionnaires distributed to various
groups within the Bank, only 53 usable questioresawere returned. A 70 percent response
rate is fairly satisfactory, given the explorataorgiture of the study within a short time.
Hence, conclusion drawn from such a large respamde can fairly be taken as
representative. In order to augment the data delfethrough the questionnaire, a one-to-
one interview was conducted with a Senior Managérmdonrmation Systems Auditor of
the Bank. The analyses and discussions are madegthrthe use of some common
gualitative and quantitative techniques. Such tephes as simple tabulations, cross
tabulations, and percentages tests were used asedesppropriate. This triangulation of
multiple sources and methods is believed to enhémeevalidity of the conclusions and

possible recommendations to be drawn from the relsea



3.2 RESPONDENTS CHARACTERISTICS

From 53 usable questionnaires, 3 were filled by &pgm, department & division heads of
the Bank; 30 were filled by respondents from ostaff (IT staff) & supervisor and 20 were
filled by respondents from the Management InforovatSystem unit of the Bank. The

gualifications of the respondents are as preseantédble 3.1 below.

Table 3.1 Summary of Respondents’ Qualifications

Response in
No. ltem Classification NoO. Percentage
1 Highest Diploma& 52 98.11
educational level BA(BSc)
attained MA(MSc) 1 1.89
2 Work 0-5 years 13 24.53
Bk 610 years 30 56.60
11-15 years 10 18.87
3 Work 0-5 years 3 100.00
e e 610 years 0 0.00
11-15 years 0 0.00

As can be seen from table 3.1, all of the respaisdieave at least Diploma & First Degree
and most of them (56.60 percent) have over sixsyegperience in Dashen Bank. There is
only three Information Systems Auditors who havpesience in Management Information

System. We believe this composition would give decuate insight in to the Management
Information System practice of Dashen Bank.



3.3 MANAGEMENT INFORMATION SYSTEMS PRACTICE

Questionnaires focus on the Management Informedigstem function of the Bank. This set
of questions were asked to specifically elicit imfation regarding: (i) the awareness of
users (i.e., Management, IT staff and Managemdotrimation System Auditor) regarding
the role that a Management Information System fanatnay play; (ii) staffing issues; (iii)
some hardware and software infrastructure; and Kgnagement Information System
policies and procedures.

3.3.1 Awareness of the Role of Management Informath System Function

Management Information System is such a young pside within the context of our
country, gauging the awareness of employees ofBdwek on the role of Management
Information System function towards the attainmehtthe Banks overall objective is
important. To this end, respondents seem to beypestare of the role that a sound
Management Information System function may playdms the success of the Bank. A
review of their responses reveal that, they thihk Management Information System
function can play significant role towards the asfeiment of the overall goals of the Bank
by: (i) identifying security issues that are oveked by IT security and recommending
appropriate actions to be taken; (ii) identifyirige tpotential threats to which the IS of the
Bank is exposed and forwarding possible solutiond aew ways of doing thing; (iii)
ensuring proper implementation of the Bank’s infatimn system policies and procedures;
(iv) ensuring whether the information generatedtmsy system is always accurate, reliable,
and timely and system is available all the timé;awoiding inefficiencies and duplication of
information; (vi) providing unrestricted and freaqueeport on discrepancies and making
sure that corrective action is taken; and (vii)wrimg that the information system is not
misappropriated or misused.



3.3.2 Staffing Issues in the Management Informatiosystem Division

For the successful achievement of the Banks ovemaéictives, deployment of competent

and adequate staff is very important. It is morevdmen the job involve some new

technologies. Hence, this section examines is®lated to the competence and adequacy of

the staff at the Management Information System ainhe Bank.

Table 3.2 presents a summary of the responsesedelat the staffing issues of the

Management Information System division of the Bank.

Item Response Frequency | Percentage
Do you think that the Management Information Systemes 15 45.46
section of the Bank is staffed with competent pe®@pl | No 18 54.54
Total 33 100.00
The deficiency of staff in the Management Inforroat
Systems section.
a.Lack of adequate technical knowledge. 10 55.56
d. Laakmotivation 3 16.67
e. Laukexperience 5 27.77
Total 18 100.00
What remedial action(s) do you recommend to bertake
by the bank?
b. Providing on-the-johitring to staff in the section 13 72.22
c. Providing off-the-jolaining to staff in the section 5 27.78
Total 18 100.00
Does the Bank provide trainings for its Managemeres 31 93.94
Information Systems staff? No 2 6.06
Total 33 100.00
Do you think those trainings helped the Manageméafds 31 93.94
Information System staff in carrying out their
day-to-day responsibilities? No 2 6.06
Total 33 100.00
Did you attend any training on Managemeies 29 87.87
Information System? No 4 12.13
Total 33 100.00
Do you think the training helped you to carry oouy| Yes 31 93.94
day-to-day activities? No 2 6.06
Total 33 100.00




Taking inventory of the competence of the staffhe@ Management Information System unit
appears important. One of the questions in thisesedals that it is the view of the majority
(54.54 percent or 18) of the respondents that thedgement Information System division
is not staffed with competent people. A more irdéng point exposed through a closer
examination of the data is that the staffs in thenkbement Information System unit don’t
buy the idea that the unit is adequately staffexin&of the deficiencies mentioned included,
among other things, the view of (55.56 Percent @) fespondent lack of technical
knowledge, (27.77 Percent or 5) respondent lackxplerience and (16.67 percent or 3)
respondent lack of motivations are the main defidies. The respondent training is a core
instrument to alleviate problems of incompetenctwroviding on-the-job training (72.22
percent or 13) & providing off-the job training (Z8 Percent of 5), another question was
asked regarding the provision, adequacy, and netevaf training provided to Management
Information System staff by the Bank. The attitiwfean overwhelming majority (93.94
percent or 31 out of 33) of the respondent’s vikat the Bank provides training to its staff
in the Management Information System division. Tiegority of them (93.94 percent or 31
out of 33) also believe that these trainings haslpdd the staff in Management Information
System unit to carry out their day-to-day respaiigds. A further follow-up question with
the Management Information System units also cordfithat they did attend trainings on
Management Information System (87.87 percent oo@9of 33) and also think that the
training were relevant (93.94 percent or 31 o3t Thus, while the respondents view the
relevant trainings are being provided to the siafthe Management Information System
unit, the majority think that the unit is still nstaffed with competent people. Hence, it
implies that more desires to be sought to enhameecompetence of the staff in the unit.
Now, turning towards the solution pointed, respanslesuggested that they still need some
more training and exposure, experience sharing otitler experts in the field, and having

additional experienced staff to improve the competeof the unit.



3.3.3. Infrastructure Related Issues in the Manageant Information System division

In addition to the human capital, ensuring that Menagement Information System unit is
equipped with adequate hardware and software inficisres is another step towards the
achievement of the objective of the division intgarlar and that of the Bank in general. To
this end, some questions items probed in to thdadiity, accessibility and adequacy of

software and hardware infrastructures in the Mamaye Information System division.

Table 3.3 Summary of Responses Related to Infrastcture

Item Response | Frequency | Percentage
Do you think that the Management Informatio¥Yies 24 72.73
Systems section of the bank is adequately equipRgy 9 27 72
with hardware and software infrastructure?
Total 33 100.00
Is there Management Information System trial inryoMes 10 30.30
Bank that enables the information system ManageR{g 23 69.70
view the major activities/changes?
Total 33 100.00

As can be seen from Table 3.3, (24 out of 33) @ thspondents believe that the
Management Information System unit is adequatelypgeed while the rest believe that it is

not. And they suggest that the unit in fact doebat¥e adequate infrastructure in terms of
internet connection/access. Further, the one-toHteeview revealed that the Management
Information System unit currently is not using dubftware to audit the system. Another
guestion asked as to the availability of auditltr@veals that (23 out of 33) of the

respondents believes that there is not audit itmaihe Bank, the respondent give different
reason for that shortage of time is one of theiggestion. This would have helped

Management Information System staff to major atiési or changes going on in the IS of
the Bank.



3.3.4 Availability and Use of Intranet Related Issa
The other set of items included in the questiormsawere those focusing on the availability

and use of intranet. These questions were askeglidid information from information
system auditors and IT staff on the purpose ofiritranet. Table 3.4 presents a summary of
the responses regarding the availability of inttane

Table 3.4 Summary of Availability and use of Intraret

Questions Response| Frequency | Percentage

Do you have the intranet? Yes 29 78.78
No 4 21.22

Total 33 100.00

For what purpose do you use the internet?

a. Hardware sharing 9 31.03
b. Software sharing 8 27.59
c. Document sharing 4 13.79
d. Information sharing 8 27.59
Total 29 100.00
How often do you review the contents of the
website?
a. Weekly 33 100.00
Which safeguarding methods do you use?
a. Antivirus 10 30.30
b. Access control 1% 45.45
c. Locked doors 8 24.24

Total 33 100.00




As can be seen from Table 3.4, the respondentsimoasly approve the existence of an
intranet facility. As confirmed by the respondem existence of intranet is a powerful tool
for the purpose of sharing information (8 respomgesharing software (8 respondent),
sharing hardware (9 respondent) and sharing dodsn{énrespondent). The view of (25
respondent out of 33) the website content is resteweekly. And the other question is
method of safeguarding (30 out of 33) responsesvituns, (9 out of 33) responses Access

control and (17 out of 33) responses Locked doors.

3.3.5 Management Information System Policies and Bcedures Related Issues

A further set of questions probed into mattersteeldo Management Information System
policies and procedures. These questions werecplatiy aimed at eliciting information
regarding the availability and adequacy of Managenieformation System policies and
procedures manual and the compliance of usersetgdime. Table 3.5 presents a summary
of the responses regarding the Management Infoomelystem policies and procedures

related issues.

Table 3.5 Summary of Responses Related to Managenénformation System Manual

Item Response Frequency | Percentage

Does the Bank have Management Informatiodfes 30 90.90
System manual? No 3 9.1
Total | 33 100.00

Do you think it is adequate to enable the Managem¥es 29 87.87
Information System manager to carry out his/her ¢ayo 4 113

to-day responsibilities?

Total 33 100.00
Do you think that the Management Informatio¥ies 28 84.84
System manual of the Bank is observed by |the 5 15.16

information systems Manager?

Total 33 100.00




As can be seen from table 3.5, of the 32 respordehbt returned usable responses, 90.90
percent (30 respondents) were aware of the exstefcthe Management Information
System policies and procedures manual. Howeveretimaining 9.1 percent (3 respondent)
do not know wither exist it, 87.87 percent (29 wmwgents) believe that the manual is
adequate to enable the information systems Mardigeinarge her/his day-to-day duties and

responsibilities.

A marginal 1.13 percent just don't think that isegdate. A one-to-one review with the
Senior Management Information System auditor reace#that the Management Information
System manual was never been reviewed althougloffleer agrees to the notion that it

should be reviewed on regular (every two yearsisbas

Also revealed was the fact that the respondentsiomuausly (84.84 percent or 28 out of 33)
agree that users observe the Management Inform&ystem manual while discharging
their day-to-day responsibilities. A cursory revies some of the typical reports by
Management Information System Manager also confthrasthe Managers comply with the

policies and procedures manual.

3.4. The responses of Interview

Management Information System auditors

Management Information System practice of the Baxé&mined by (i) the awareness of
users (i.e., Management, IT staff and Managemeotrivation System Auditor) regarding
the role that a Management Information System fanatnay play; (ii) staffing issues; (iii)

some hardware and software infrastructure; and Management Information System

policies and procedures.



To ensure the hardware and software resourcesratected from physical hazards and
theft, the Bank uses: (i) a human guard systemnsure that the Bank as a whole is
protected mainly from theft, robbery and burglafy); periodic audit of the data center to

ensure that the gate to it is locked all the ti(hBtog book system to maintain record of

who is going in to and out of the data center. [jimjted access for staff through the use of
access card system; (v) periodic audit of air cooer systems to ensure that they are
functional all the time; (vi) ensuring branch sesvare physically secured or protected from
dust by placing them under rack; (vii) readily dabie emergency telephone numbers so
that anyone can use them for notifying the relevamhorities (such as fire brigades,

telecommunication, EEPCO) at times of emergencyd &nii) periodic audit of fire

extinguishers, UPS, and alarm systems to ensuré¢hinaare functional.

To ensure that the logical access is controlleslBnk uses such procedures as: (i) defining
rules for accessing the system; (ii) creating uekss and granting only necessary roles to
user; (iii) enabling users to only access the systierough their distinct user name and
password; (iv) auditing the uses log file; (v) emsg that the application servers and the
individual computers are password protected; (mgueing that latest antivirus is loaded on
each computer and the new virus definitions (patchee updated regularly; (vii) ensuring
CD, floppy, and USB drives are disabled on each pmgders so as to control customer
data/information theft; (viii) protecting adminigtor password; (ix) using authorization
requirements (a system of maker and checker) torertkat no single person can authorize
cash withdrawal or transfer (x) using dual contstbkensitive passwords; and (xi) limiting
users right and privileges. These procedures, iit) pee also used to assess system security

and ensure data integrity.



The major task performed by the IS of the Bankhat it allows users to record different

transactions and also generates different repsieausers’ request.

System Security needs close control, most of thks tand procedures used to audit physical
and logical access control are also used to assedsem security. Such tools as suing
firewalls; disabling CD, floppy, and USB drives;agting user rights according to their
responsibility; and strict control over sensitivespwords are included among the tools used
to assess and ensure system and data securitheFusuch procedures as: (i) limiting
access to the data center; and (ii) maintaininglgadibrary are additional steps that the

back takes to ensure data security.

The management Information System Manual was rgsen reviewed although the officer

agrees to the notion that it should be reviewedegnlar (every two years) basis.

Management Information System unit of the Bank erswata integrity by periodically

checking the conformity of outputs/reports genatatéh the expectation.

Techniques the bank use to assess the securihedfyistem is disabling CD, floppy, and
USB drives; granting user rights according to thregponsibility; and strict control over
sensitive passwords are included among the toeld ttsassess and ensure system and data
security. Further, such procedures as: (i) limitiagcess to the data center; and (i)

maintaining backup library are additional stepg tha back takes to ensure data security.

To control thefts related to electronic supply sfem, the bank use (i) periodic audit of the
data center to ensure that the gate to it is loeleithe time; (iii)log book system to maintain
record of who is going in to and out of the datatee (iv) limited access for staff through
the use of access card system.



Any system has to be efficient as well as effectidashen Banks system should not be the
exception to this rule. The Management Informatystem unit ensures that the system is
efficient and effective by using such procedures(idgeview of available disk space; (ii)
review of system output/reports; and (iii) revielvdata files. Whenever the review disk
space reveals the necessity additional disk sjtaisegnlarged. Furthermore, effectiveness is

checked by looking at whether the expected outragsfts are generated by the system.

Further, the one-to-one interview revealed that Menagement Information System unit

currently is not using audit software to audit system.

The one-on-one interview revealed the Managemdbtriration System unit of the Bank

faces the following challenges:

» Lack of awareness and cooperation from major usgadments like IT;

* Lack of the habit of documenting activities perfeanon the database from the
backend,;

» Lack of the audit trail that is used to review #utivities performed on the database;

* Lack of specific training on the field;

* Inadequate connectivity and access to internet Hyy staff members of the
Management Information System units;

The suggestions of respondent to solve the prob&mshallenges encountered in applying

information system in the bank, making the solufammevery problem as it needs.

To ensure the security of accounting records, bhaskdocumentation against unauthorized
addition, deletion, modification/alteration, or ass the Management Information System
unit checks log files; looks into various memospamed by branches on alteration of data;
and checking the reports generated by the systemsa@on.



CHAPTER FOUR
4. SUMMARYOF FINDINGS, CONCLUSIONS & RECOMMENDATION S
4.1 SUMMARY OF FINDINGS
The emerging interest in Management Informationt&ys is a reflection of its role in
helping organizations attain their set objectiMestoday’s era of information technology,
companies are increasingly relying Management mé&tion System to ensure that their
resources are guarded and decision making is nfficeeet and effective. The role of
Management Information System is especially imparfar companies operating in the
financial industry. This study explores the Managatrinformation System practice of one
of the private banks in Ethiopia — Dashen Bank 3tGims to assess the Management
Information System environment in the bank and thallenges thereof. To this end,
necessary data was gathered both from primary disasmesecondary sources. Based on
analysis of 90 self-administered questionnaires andin depth interview with a key

informant, the following Summary are made:

» Although 90.90% employees seem to be aware oftlsteace of the Management
Information System policies and procedure manudl3% employees claims that

those documents are inadequate.

* In contrast to the claim that appropriate procesllaad tools are put in place to
protect the IS resources of the Bank, there isigterece counter-claim that the 1S

resources vulnerable to internal and external;rahind man —made attacks.

* While there seems to be a consensus that the Bapkoviding relevant trainings
that were helpful in upgrading the competence ohdgement Information system

staff, it appears that much desires to be done.



It is important that the Bank has quite apprecidBlanfrastructure in place. The
relatively trained people, the hardware and so#wdhe policies and procures
manual, the intranet, etc are just some of themmeation. Nonetheless, absence or
lack of such things as internet connectivity/accesslit software, audit trial, could
possibly undermine the success of the Managemémimation System unit as well

as the Bank as a whole.

The need for effective and efficient use of resesrcs evident. Apparently, the
Management Information System unit focus on theisgcfeatures of the IS of the
Bank. However, little attention was given for entiag the efficiency and

effectiveness of IS resources.

The Management Information System manual alsorifdan adequate. It should be
reviewed and improved so that it may include suehtdres as; policies and
procedures related to procurement of IT softwawk lsardware; and further features
related to fire wall audit.

Although there is a contention that appropriatecpdures and tools are in place to
ensure security of the Bank’s IS, it should develogtricter requirement so that the
staff in-charge will: (i) close any open ports li&® drives, floppy drives, and USP-
flash drives; (ii) periodically review and updatdtle security policies and
procedures; (iii) devise appropriate mechanism®rnsure the implementation of
policies and procedures; (iv) conduct a regular &equent audit of the IS; (v)
maintain tested backup at secured places; (vi) t@mairaudit trails and security
cameras; and (vii) ensure network security. So glewll help the Bank minimize

the exposure of its IS resources to various threats



While it is commendable that the Bank providesvafg trainings to the staff in
Management Information System unit, the competeasfcthose staffs is far from
adequate. Thus, the need for provision of additiamathe-job and off-the-job
trainings; experience sharing exposures with seakoexperts in the field; closer
coaching by superiors; and recruitment of more itjgdl personnel cannot be

overemphasized.

Some of the infrastructure problems are ‘real’ attters are ‘pseudo’. For instance,
while the internet connectivity/access problem banreadily solved without even
involving top management, its provision can solems the intertwined challenges
of staff competence. Absence or lack of audit tagipbears to be a major problem.
Both the IT and the Management Information Systeritsustand for one common
goal — providing support for the core operationdh&f Bank. If the IT department
could properly document the major changes perfororethe database and if audit
trails of the data base could be maintained, enosniaformation can be uncovered
regarding threats the IS resources. Some sortiehtation and consensus building
may rectify this problem. On the other hand, the ose of audit software is not a
surprise given that the field itself is in its infastage in the country. However, the
enormous efficiency and effectiveness benefit tomtes along with the use of audit
software is widely witnessed. Hence, the Bank mayehto look in to the pros and

cons of using such software for its Managementrmédion System.

Finally, Management Information System section loé Bank should also give
attention to other objectives of System audit afdart security (Safeguarding
information system assets/resources). Namely, w@uaing data integrity;

maintaining system effectiveness; and ensuringesysifficiency.



4.1 CONCLUSION

Most employees seem to be aware of the existenttedflanagement Information System
policies and procedures manual, considerable nurola@éms that those documents are
inadequate.Furthermore, the fact that neither is reviewed laty may explain the
inadequacies of those documents. Despite the Fettda policy and procedures manual
should be observed all the time, whenever possibke Management Information System

policies and procedures manual are routinely oleserv

In contrast to the claim that appropriate proceslaed tools are put in place to protect the
IS resources of the Bank, there is persistenceteoataim that the IS resources vulnerable

to internal and external; natural and man-madelatta

Despite a prevalent appreciation of the role of Menagement Information System unit
towards the sustained achievement of the Bank’s$, goappears that the unit is far from
being adequately staffed and equipped. Deficienofdenowledge, skills, and abilities are
common. While there seems to be a consensus gn&ahk is providing relevant trainings
that were helpful in upgrading the competence ohdgment Information System staff, it

appears that much desires to be done.

Should be commended that the Bank has quite ajteciS infrastructure in place. The
relatively trained people, the hardware and softywtre policies and procedures manual, the
intranet, etc are just some of them to mention.dtleeless, absence or lack of such things as
internet connectivity/access, audit software, atrdit, could possibly undermine the success
of the Management Information System unit as welih@ Bank as a whole.

The need for effective and efficient use of resesris evident. Apparently, the Management
Information System unit predominantly focus on seeurity features of the IS of the Bank.
However, very litter attention was given for enhagahe efficiency and effectiveness of IS

resources.



4.2 RECOMMENDATIONS
Based on the analysis and discussions chapterhendanclusions made in the previous
section, the following recommendations are madehst the Management Information

System practice of the Bank could be improved.

The Management Information System manual is famfexequate. It should be reviewed
and improved so that it may include such featusespalicies and procedures related to
procurement of IT software and hardware; and furtbatures related to fire wall audit.

Although there is a contention that appropriatecpdures and tools are in place to ensure
security of the Bank’s IS, it should develop actéi requirement so that the staff in-charge
will: (i) close any open ports like CD drives, flop drives, and USP-flash drives; (ii)

periodically review and update the security poBcaad procedures; (iii) devise appropriate
mechanisms to ensure the implementation of pol&rmesprocedures; (iv) conduct a regular
and frequent audit of the IS; (v) maintain testadkup at secured places; (vi) maintain audit
trials and security cameras; and (vii) ensure ngtvgecurity. So doing will help the Bank

minimize the exposure of its IS resources to varithmeats.

While it is commendable that the Bank provides vah¢ trainings to the staff in
Management Information System unit, the competafidbose staffs is far from adequate.
Thus, the need for provision of additional on-tbb-jrainings; experience sharing exposures
with seasoned experts in the field; closer coaclupguperiors; and recruitment of more
gualified personnel cannot be overemphasized.



Some of the infrastructure problems are ‘real’ atfters are ‘pseudo’. For instance, while
the internet connectivity/access problem can bdilsegolved without even involving top
management, its provision can solve some the witeed challenges of staff competence.
Absence or lack of audit trail appears to be a mablem. Both the IT and the
Management Information System units stand for ammemon goal-providing support for the
core operations of the Bank. If the IT departmeotld properly document the major
changes performed on the database and if aud# tfhthe data base could be maintained,
enormous information can be uncovered regardingatbrto the IS resources. Some sort of
orientation and consensus building may rectify ghisblem. On the other hand, the non-use
of audit software is not a surprise given that tieéd itself is in its infant stage in the
country. However, the enormous efficiency and eifecess benefit that comes along with
the use of audit software is widely withessed. Hertke Bank may have to look in to the

pros and cons of using such software for its Mameagg Information System.

Finally, Management Information System sectionhef Bank should also give attention to
other objectives of system audit apart from seguf#afeguarding information system
assets/resources). Namely, maintaining data inyegnaintaining system effectiveness; and

ensuring system efficiency.
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APPENDIX- A

INTERVIEW GUIDE QUESTIONS
FOR INFORMATION SYSTEM AUDITORS

. How do you examine Management Information Systemetpre in the bank?

. How do you make sure the physical access control?

. How do you make sure the logical access control?

. What are the different tasks performed by the sysitthe bank?

. What are the major areas of system that need clwseol?

. How frequently do you review the system securitiqy®

. How often do you examine the Management InformaBgstem Manual?




8. How do you verify the data integrity of the diffatesystem?

9. What techniques does the bank use in assessisgthety of the system?

10.How do you control thefts related to electronic@ygransfer?

11.How do you guarantee data security?

12.How do you make certain system efficiency?

13.How do you assess/audit system effectiveness?

14.Do you use any evaluation software? If yes, fortvea? If no, why not?

15.What are the major problems and challenges conussan applying Management

Information system in the bank?

16. What are your suggestions to solve the problemshallenges encountered in

applying Information system in the bank?

17.How do you ensure the security of accounting rexdsdckups, documentation

against unauthorized addition, deletion, modifimatalteration, of access?




APPENDIX- B

SURVEY QUESTIONNAIRE FOR
MANAGER & INFORMATION TECHNOLOGY STAFFE

Dear respondent,

The use of this questionnaire is to gather datmanagement information system practice at

Dashen Bank S.C. The data you provide is to be tmed case study meant for a senior

essay required for a partial fulfillment of a BAglee in management at the St. Mary’s

University College. The success of this study prilmdinges on the information gathered

through this questionnaire. Hence, your honestorespis highly valued. As the information

you provide is used only in collective form, thedt maintains the confidentiality of the

information you provide.

In filling the questionnaire:

1.
2.

You need not write your name.

For questions involving choices, kindly mark (X)the box provided corresponding
to your answer.

For questions involving multiple choices, kindlyate on one which you think is

more suitable.

For open ended questions, kindly write the answarshe space provided or you
may use additional paper if the space provided astequate.

Should you need some clarification on the questidog’t hesitate to contact me at
the following numbers Roman Kestu 0911488590.

Please kindly fill and return the questionnairehivita week of your receipt.

My heartfelt thanks,



1. Background Information:

1.1. Qualification: Diplom{™ ] BA (BSC) Degl___]
MA(MSC) Degred ] PhC]
Others ]

1.2. Your current position/title in the bank

1.3. Your current Department/Division/Section

1.4. Work experience in the bank (in Year):

051 6-1] 10-1C]
1.5. Work experience in Management Information &ystelated job (in years):

0-5[ ] 6-1C__] 10-1 7] 15-20 ] 21 & abd___]



2. Questions related to Management Information Sysim practice
2.1. How do you think does the Management inforamaslystem function contribute to the

success of the bank or your Department/DivisiortiSetbranch?

2.2. Do you think that the Management Informatigst&m section of the bank is staffed
with competent people?

Yes [] No ]

2.3. If your answer to Q2.2 is No, which of thedaling do you think is the deficiency of
staff in the Management Information Systems sedtyon may encircle more than one
of the following choices)?

. Lack of adequate technical knowledge.

. Lack of reporting skills

. Lack of motivation

a
b
c. Lack of interpersonal skills
d
e. Lack of experience

f.

If any other, please specify

2.4. If your answer to Q2.3 is No, what remediaiaags) do you recommend to be taken by
the bank (you may encircle more than one of thleviing choices)?
a. Hiring more competent staff in the section
b. Providing on- the-job training to staff in thection
c. providing off-the-job training to staff in thecion

d. If any other, pleas specify




2.5. Do you have the intranet?
Yeg ] Nd—1
2.6. If your answer to Q2.5 is yes, for what pugds you use it (you may encircle more
than one of the following choices)?
a. Hardware sharing
b. Software sharing
c. Document sharing
d. Information sharing
e

. If any other, please specify

2.7. How often do you review the contents of thésie?
Weekly

Monthly

Quarterly

Semiannually

® a0 T p

If any other, please specify

2.8.Which safeguarding methods do you use (youenaycle more than one of the
following choices)?
a. Antivirus
b. Access control
c. Locked doors
d

. If any other, please specify

2.9. Does the bank provide trainings for its Mamaget Information System staff?
Yes ] No[ ]



2.10. If your answer to Q2.9 is yes, do you thimése trainings helped the Management

Information Systems staff in carrying dugit day-to-day responsibilities?

Yes [ N—
2.11. Do you think the Management Information Syssection is adequately equipped?
Yes L1 N1

2.12. If your answer to Q2.11 is No, what do yomkhs missing?

2.13. Does the bank have Management Informatiote8ysmanual?
Yes[] NC__]
2.14. If your answer to Q2.13 is Yes, do you think adequate to enable the Management
Information System manager to carry ogt/her day-to-day responsibilities?
Yes[] No_]
2.15. If your answer to Q2.13 is No, what do youakishould be included in to or excluded

from the Management Information System manual?

2.16. Do you think that the Management Informatystems manual of the bank is
observed by the Management Information System kfer?a
Yesl 1 Nd—1
2.17. If your answer to Q2.16 is Yes, what do yaok does the bank or your
Department/division/section do to ensure that fiiermation in the manual are
observed?




2.18. If your answer to Q2.16 is No, what do yoaklshould the bank or your

Department/division/section do to ensure that mi@tion in the manual are observed?

2.19. Is there Management Information System tinat enables the information system
Manager to view what major activities performedha system?
Yes[ ] Nd__]
2.20. If your answer to Q2.19 is Yes, how ofternyda review the log?
a. 1to 2 weeks
b. 2 to 5 weeks

c. 5to 10 weeks

o

. If different, please specify

2.21. If your answer to Q 2.19 is No, what do ythink is the reason?

2.22. Do you attend any training on Managementrinégion System?

Yes ] No ]

2.23. If your answer to Q2.22 is Yes, do you thim& training helped you to carry out your
day-to-day activities?
Yes [ NgT—]

2.24. Finally, please kindly describe any commanid/or suggestions that you think would

help the bank to improve its Management Infornmatystem function?
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