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ABSTRACT

Many people are using their mobile devices such as smart phones to access various online
services on a daily basis. In particular, mobile banking applications are increasingly
becoming popular. Despite popularity however, there seem to be some very genuine
concerns on the security issues revolving around it, particularly in regard to man in the
middle attacks.

Many banks in Ethiopia are offering mobile banking services which allow bank
customers to check balance in their personal account and to transfer money between
accounts at any time by simply using mobile banking applications installed on their
mobile devices. According to the survey analysis we made all banks in Ethiopia
implementing Mobile Banking services we motivated to facilitate some security
landscapes focusing only on the bank - side and believed that customer - side security is
up to the customer to worry about. However, it has been identified that the major security
threat is social engineering and its loopholes are customer - side security related. The
current situation observed in the Ethiopian Banking industry is that the technology of
mobile banking applications are far from totally clean and mature.

This research demonstrates that there is a strong pressure on mobile banking application
developers to take care of not only users’ privacy but also the banks security. The result
of this research will help Ethiopian banks to revisit their focus of attention in constructing
and implementing customer side security to reduce from man — in - the - middle attacks
logically tied to this channel of banking service. It is shown that, the functionality of the
proposed framework will help to reduce risk scenarios for mobile banking key

authentication and message exchange protocols.

Key words: Mobile Banking, Security framework, E-Banking, Man in the

middle attack, Authentication, Key Message exchange



CHAPTER ONE

INTRODUCTION

1.1. Overview

The fast advancing global information infrastructure (including information technology and
computer networks such as the Internet and telecommunications systems) enable the
development of electronic commerce at a global level. ICT are playing a very important role in
the advancements in banking. In fact ICT are enabling banks to make radical changes to the way

they operate [1].

E-banking can mean the provision of information about a bank and its services via a home page
on the World Wide Web (WWW). A more sophisticated Internet based service provides the
customer with access to their accounts, the ability to move money between different accounts,

make payment or apply for loans and other financial products [2].

Innovative banking has grown since then, aided by technological developments in the
telecommunications and information technology industry. The early decade of the 1990s
witnessed the emergence of Automated Voice Response (AVR) technology. By using the AVR
Technology, banks could offer telephone banking facilities for financial services. With further
advancements in technology, banks were able to offer services, through PC owned and operated
by costumers at their convenience, through the use of intranet propriety software. The users of
these services were, however, mainly corporate customers rather than retail ones. The security
first network bank was the first Internet banking in the world that was built in 1995 in USA.
After that some famous banks introduced their internet banking one after another, such as
Citibank and bank of America [1].

E-banking largely came into picture as a result of technological developments in the field of
computing and communications but there have been a number of other factors or challenges
which played an important part in its development. First, they need to satisfy customer
requirements that are complex and ever changing. Second, they need to deal with increased
competition from old as well as new entrants coming into the market. Third, they need to address

the pressures on the supply chain to deliver their services quickly. Finally, they must continually
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develop new and innovative services to differentiate themselves from the competition, as having
a large branch network is no longer seen as a main source of competitive advantage e-banking is

seen by many banks as a key tool to address these challenges [2].

The rapid growing information and communication technology is knocking the front door of
every organization in the world, where Ethiopian banks in general would never be exceptional.
In the face of rapid expansion of E-payment systems throughout the developed and the
developing world, Ethiopian’s financial sector cannot remain an exception in expanding the use
of the system [3]. Technological innovations play a crucial role in banking industry by creating
value for banks and customers, that it enables customers to perform banking transactions without
visiting a brick and mortar banking system. On the other hand E-banking has enabled banking
institutions to compete more effectively in the global environment by extending their products
and services beyond the restriction of time and space [1]. However, mirroring the development
of E-commerce, the adoption and diffusion of E-banking system is not well developed in

Ethiopia.

1.2. Background of the study

Modern banking in Ethiopia was introduced in 1905. At the time, an agreement was reached
between Emperor Menelik Il and a representative of the British owned National Bank of Egypt
to open a new bank in Ethiopia. February 15, 1906 marked the beginning of banking in Ethiopia
history when the first Bank of Abyssinia was inaugurated by Emperor Menelik 11 [3].

Immediately after the enactment of the proclamation private banking companies began to
flourish, leading to 16 private banks and 2 public owned commercial banks which are
Development Bank and Commercial Bank of Ethiopia operating in Ethiopia [3].

The appearance of E-banking in Ethiopia goes back to the late 2001, when the largest state
owned, Commercial Bank of Ethiopia (CBE) introduced Automated Teller Machines (ATMs) to
deliver service to the local users. Despite being the pioneer in introducing ATM based payment
systems and acquired visa membership, CBE lagged behind Dashen Bank, which worked
aggressively to maintain its lead in E-payment systems. As CBE continues to move at a snail's
pace in its turnkey solution for Card Based Payment system, Dashen Bank remains so far the
sole player in the field of E-Banking since 2006 [4]. By the end of 2008 Wegagen Bank has

signed an agreement with Technology Associates (TA), an Ethiopian based information
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technology (IT) firm, for the development of the solutions for the payment system and
installation of a network of ATMs on December 30, 2008.

The Ethiopian banking business is moving towards the modern banking services with the
implementation of information technologies. In the most recent years, the introduction and
implementation of Internet Banking, Mobile and Agent Banking, and Card Banking services are

some of the major products and services being implemented at some banks [4].

Mobile banking may be described as the newest channel in electronic banking to provide a
convenient way of performing banking transactions using mobile devices. The potential for
mobile banking may be far greater than typical desk-top access, as there are several times more
mobile phone users than online PC users. Increasingly “mobile life styles” may also fuel the

growth of anywhere, anytime applications [2].

There are two main types of technologies available for use in mobile Banking: Wireless
Application Protocol (WAP) and Wireless Internet Gateway (WIG). WAP is an application
environment and set of communication protocols for wireless devices designed to enable
manufacturer, vendor, and platform independent access to the Internet and advanced telephony
services. WIG is an SMS-based service, in which a menu of available banking options is initially
downloaded from the bank to the phone device. This enables users to browse bank accounts and

conduct other banking related tasks [2].

Mobile banking brings new opportunities and risks to financial providers, carriers and the
financial system. On the one hand, it holds out the prospect of adding new convenience for
accessing banking and payment services to existing banked customers. Especially, in developing
countries, it may go even further to offer banking and payment services to those who have never
participated in the formal electronic banking system before. In the process, banks, Mobile
Network Operator (MNO) and third party suppliers stand to gain. These opportunities have
caused new players to enter this market [2].

On the other hand, the addition of a new channel brings new operational risks to providers, just
as the introduction of Internet banking more than a decade ago opened new categories for risk.
For this reason, Mobile Financial Service Providers (MFSP) seeking to enter the market, or
those already in the market, has to assess their risks and develop strategies to mitigate them on an

ongoing basis. As adoption of mobile financial services increases, financial regulators in various
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countries are also paying increasing attention to the specific risks brought by the use of the
mobile channel [5].

A Key area concern for consumers and financial service providers is the security of mobile
banking and payments. There are new technologies and new entrants as well as a complex supply
chain that will increase the security risks. There is no real standard for technology that has
captured the market and regulations relative to some of the new entrants are non-existent.
Customers have increased control of their device in terms of application downloads, operating
system updates and personalization of their devices. These will lead to new challenges relative to
privacy and will take some time before the younger generation realizes the implications of
privacy violations. Compounding the challenges is the fact that traditional security controls such
as AV, firewalls, and encryption have not reached the level of maturity needed in the mobile
space.

As with any emerging market area, these challenges will resolve over time. Until these get
mature, there are measures that can be taken relative to customer education, service process
rigor, payments

technology and fraud preventive and detective controls that can mitigate the security risks [4].

1.3. Research Motivation

After of the fall of the Derge Regime, immediately there was an enactment of the proclamation
that allows private banking companies to flourish, leading to sixteen private banks and two
public owned commercial banks which are Development Bank and Commercial Bank of
Ethiopia operating in Ethiopia (As the number of Banks increase and the introduction of
information which leads to the transformation of conventional bank to E-Banking). Almost all
Banks are in fierce competition by introducing Internet, Mobile and Card Banking to attract their
customers. One of their competition ground is Mobile Banking Services as all group of the

society own Mobile Devices.

However, banks did not enjoy the fruit of their investment on Mobile Banking Services, because
of adoption problem of the general public. This emanate from the biggest security issue raised by
customer. Thus, these scenarios motivated us to work and contribute on Mobile Banking security

issue, especially from the customer’s side.



1.4. Statement of the Problem

Mobile banking has been widely used in developed countries and is rapidly expanding in
developing countries [3]. Ethiopia’s financial sector remain behind in expanding the use of the
technology with a growing number of Mobile users and in the meantime the growing
availability of Mobile Banking services create security vulnerabilities in line with lack of
language, the current Mobile Banking system is short of availing security protection from the

customer side.

Therefore, the purpose of this paper is to identify the main security challenges of customers to
use the existing mobile banking applications which are offering in many government and non-
government banks of Ethiopia, and improve the existing security framework which can increase
the trust of customers in using the technology and minimize the security risks in the customer

side.

1.5. Research Question

The following research questions are formulated to address the research problem:
e What mobile banking security mechanisms of the customer’s side are currently
applied in the Ethiopian Banking industry?
e What are the main concerns of customers for using the existing mobile banking
technologies which are implemented by Ethiopian Banking industry?
e What are the drawbacks of the current security mechanisms in the customer’s side?
e How can we address the drawbacks and security concerns, which increase the

customers trust in using the technology?

1.6. Objectives

1.6.1. General Objective

The general objective of this research is to use multi-factor authentication security framework for
Mobile-Banking Key Authentication and Message Exchange protocol for the Ethiopian Banking

industry context.



1.6.2.  Specific Objectives

> To review current M-Banking applications in Ethiopia Banking industry;

» To assess the current M-Banking security mechanisms in customers side applied by
Ethiopian Banking industry;

» To propose a Mobile-Banking Key Authentication and Message Exchange protocol
applicable to the Ethiopian banking industry and

» Evaluate the new security framework.

1.7. Scope and limitation of the study

Considering the objective of the study, this thesis aimed to enhance Mobile Banking security
framework of customers side for banking industry and research have been conducted based on
primary data collected from customers of the largest bank in Ethiopia which is state owned bank
called Commercial Bank of Ethiopia (CBE) and professionals from CBE and private banks
called Nib International Bank (NIB) and Bank of Abyssinia and IT experts in private owned ICT
company called BeablcT Solutions — BITS. Those Banks are selected as a sample, because of
that all Banks in Ethiopia are using same type of Mobile Banking application and applying same

type of security mechanisms.

Elaboration of the limitation

e Lack of security experts and companies in the country makes the study difficult.

e Non-existence of such kind of research before affects the study, due to lack of
appropriate experience.

e The time constraint of the study force to take the proof of concepts only in one bank.

e For the sake of information security, some of the Bank’s information was kept
confidential; hence data collection is limited.

1.8. Significant of the study

The major contribution of this study is to propose a security framework of M-Banking key
authentication and message exchange protocols, and enhancing the framework to support the
typical banking industry in Ethiopia. This will benefit Banks to offer more secured M-Banking
services of customers - side to the market, increase the number of customers using the M-
Banking technologies and protects customers from hackers and third party access to their

account information.



1.9. Organization of the study

The research report is organized into six chapters: Chapter one focuses on the background of the
study, problem statement, objectives and significant of the study. In Chapter two, a range of
literatures review is captured there to gather relevant information concerning mobile banking
security issues. In chapter three, detail of methodology followed to achieve results is outlined. It
includes the study design, sampling and sampling technique. Chapter four contained the
proposed security framework for mobile banking key authentication and message exchange
protocols, which are the main security issues of Ethiopian bank customers. Chapter five
evaluates the proposed conceptual framework. Chapter six focus on main findings, conclusion

and recommendations of the study.



CHAPTER TWO

LITERATURE REVIEW

2.1. Overview

This chapter presents a review of related studies and major concepts and capabilities enabling
technologies for mobile banking and their inherent security limitations. The Global System for
Mobile communication network (GSM) functionality and its security deficiencies is discussed
here. The GSM is the data transmission media in the SMS protocol and the flaws in its
architecture have led to the security shortfalls in SMS-banking system. It is therefore important
to provide an overview of its architecture [6]. The GSM technical specification elaborates the
architecture of the GSM system. The specification was started in 1982 by the European
conference of postal and telecommunications administrations (CEPT) [7]. The GSM system
offers the user the ability to be mobile. The subscriber identity module (SIM) is used for
purposes of authentication. It gives the network operator on whose behalf the SIM has been

issued the complete control over all subscription and security issues.

2.2. Concepts in Mobile Banking Technology

Mobile banking can be broken into three key areas: Informational, Transactional and Service,
Marketing and Acquisition. Within the area of informational there are functions such as balance
and transaction history, loan, mortgage, and credit information, ATM and branch locators, as
well as personal financial management (PFM) functions such as spending comparisons with
peers or budget tools. Transactional services included account transfers, bill pay, person to
person payments and remote deposit capture. Service features included functions that enhance
the customer’s experience including contact options, help information, and alerts. Additional
service features include product renewal notifications, balance triggered savings offers, balance
triggered credit offers, and location triggered travel insurance options. Finally, relative to
marketing and acquisition, there are services such as mobile coupons/incentives, barcodes, new
product information, customer research, cross selling and acquisition. The aspects of mobile that
make it particularly appealing to marketing are the very personal nature of mobile devices and

the “always on” aspect of customer use [8].



2.2.1. Global system for mobile communication

Global System for Mobile communications (GSM) is a cellular network, which means that
mobile phones connect to it by searching for cells in the immediate vicinity. GSM networks
operate in four different frequency ranges. Most GSM networks operate in the 900 MHz or 1800
MHz bands. Some countries in the Americas use the 850 MHz and 1900 MHz bands because the
900 and 1800 MHz frequency bands were already allocated. The rarer 400 and 450 MHz
frequency bands are assigned in some countries, where these frequencies were previously used
for first-generation systems. GSM is a globally accepted standard for digital cellular
communication. It is the name of a standardization group established in 1982 to create a common
European mobile telephone standard that would formulate specifications for a pan-European

mobile cellular radio system operating at 900 MHz [9].

2.2.2. GSM Architecture

This section briefly describes the functionality of the various components illustrated in figure
2.1. The GSM comprises of various components in the figure the solid lines show
communication between core components. The dotted lines show the internal connection for
communication used during maintenance. In a typical communication operation the Mobile
Station (MS) which is in effect a cellular handset initiates the communication. The
communication signals are transmitted from the MS and received by the Base Transceiver
Station (BTS). The function of the BTS is to receive and transmit radio signal to and from the
MS. It is also responsible for translating the radio signals into digital format and transferring
them to the Base Station Controller (BSC). The BSC forwards the received signals to the Mobile
Switching Centre (MSC). The MSC interrogates the Home and Visitor Location Registers (HLR
and VLR) this databases keep location of the destination MS. In the event that the received
signal is an SMS message then it is routed to the Short Message Service Centre (SMSC) for
delivery to the required destination. The SMSC keeps a copy of the sent SMS in its database
after it has been sent. In case of an international connection the signal is routed through the
International Switching Centre (ISC). In order to facilitate equipment verification and user
authentication the Equipment Identity Register and Authentications Register database are used.

The operation and management center controls maintenance operations [6].



SMSC

BSC
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MS
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Figure 2.1: GSM Architecture [6].

Key: Giving Full Meanings of GSM Architecture Component Abbreviations

MS — Mobile station, EIR-Equipment Identity Register

BTS — Base Transceiver Switch, AUC- Authentication center

BSC — Base Station Controller, HLR — Home Location Registry

MSC- Mobile Switch Centre, SMSC-Short Message Service Centre

ISC — International Switching Centre, OMC- Operation Management Centre

VLR- Visitor Location Registry



2.2.3. GSM Security

In order to protect network operators and users the GSM system specification provides
implementation of a number of security features. The following features are taken from the
perspective of the user.

» Subscriber identity confidentiality

> Subscriber identity authentication

» User data confidentiality

2.2.3.1.  Subscriber Identity Confidentiality

The GSM system uses temporary identities to deny an intruder the possibility of gaining
information on the resources used by a subscriber for example preventing the tracing of user’s
location and matching a user with the data transmitted [10]. The system uses the International
Mobile Subscriber Identity (IMSI) number to uniquely identify subscribers. The identity is stored
in the Subscriber Interface Module (SIM) card issued by the mobile network service provider.
The mobile cellular phone operates only with a valid SIM. During subscriber verification it is
desirable to keep the subscribers IMS in numerical secure in order to prevent the adversary from
localizing and tracking the user’s physical location. To achieve this instead of transmitting the
IMSI in plaintext a temporary IMSI is used called TIMSI [10].

The TIMSI is valid per session of subscriber verification and it is unique within each location
area where the user moves. The Location Area Identity (LAI) is always used in conjunction with
the TIMSI. The TIMSI, IMSI and LAI are securely stored in the VLR database of the mobile
network service provider. In order to establish subscriber identity the service provider uses the
IMSI of the subscriber to interrogate the VLR database for the subscribers TIMSI. The service
provider compares the TMSI with the mobile phones IMSI for authentication. The TIMSI is first
encrypted before it is sent over the air. Following a successful authentication the server at the
service provider sends the next TIMSI to the subscriber mobile set for the next authentication
[10].
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2.2.3.2. Subscriber Identity Authentication

Subscriber authentication is of major interest to each operator. Its purpose is to protect the
network against unauthorized use thus preventing masquerading attacks [10].The protocol
utilizes a challenge response authentication mechanism. Authentication of subscriber identity is
achieved using a subscriber’s authentication key Kin addition to the IMSI. The key is installed in
the SIM card and pre-stored in the Authentication Centre (AUC) by the service provider. The
algorithm used for authentication is A3 and it requires both the subscriber’s mobile phone and
service operator to have the same key K;. In order to perform an authentication the mobile
network provider generates a random number (RAND) that is used to calculate the signature
response (SRES). This random number is sent to the mobile subscriber’s phone as well and it
calculates the signature response (SRES) using this number and sends it back to the service
provider. If the two SRES values are Identical the authentication is considered successful figure

2.3 illustrates the basic flow diagram of subscriber authentication.

SIM AUC
K; RAND K

|
l

s

SRES r N | SRES

Figure 2.2: Authentication Procedure [7].
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2.2.3.3. User Data Confidentiality

To ensure the privacy of user information carried in both traffic and signaling channels is upheld,
the GSM system employs the A5 algorithm for encryption of transmitted data. The activation of
this service is controlled by the mobile network service provider. It is initiated by the base station
by sending a command to the subscriber mobile phone [11]. The A5 algorithm is a symmetric
ciphering algorithm and uses a key K. to generate a key stream that is XO Red with a block of
plaintext to generate the cipher text. The key is derived in the SIM using the A8 algorithm
generator specific to a network operator and also the RAND and Ki used in subscriber
authentication procedure Figure 2.4. The ciphered text is converted to radio signals by the mobile
phone and sent across the air to the base transceiver station. The figure below illustrates the flow

diagram of cipher key generation and enciphering.

RAND K

i

A8

=
LN

Kev stream \

Plain text

Cipher text

Figure 2.3: Cipher Key Generation and Enciphering [7].
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2.2.4. Security Deficiencies of GSM Architecture

Much as GSM system strives to make a provision for security services as discussed in the
previous sections it still has limitations in its security, it point out the lack of data integrity in the
GSM. On top of this the following cryptographic issues with regard to the authentication and
encryption algorithms have been identified [12].

2.2.5. A5 Encryption Algorithm

The commonly used A5 algorithm for encryption in the GSM system has already been reverse
engineered [13]. The A5algorithm has two main variants A5/1 and A5/2. And there are three
possible attacks on the A5/1 version that is commonly used in Europe. The attack could be
achieved with a personal computer in a few seconds. The A5/2 variant was also cracked in less

than a day [13]. This shows how the GSM system is vulnerable to cryptanalysis attacks.

2.2.6. A3/A8 Authentication Algorithm

The A3/A8 algorithm is a commonly used authentication algorithm throughout the world in
GSM systems. A3/A8 algorithm can be broken after sporting several flaws in the algorithm.

They were able to obtain the key Ki hence making SIM cloning feasible [16].

2.2.7. Enabling technologies for Mobile Banking

The current channels through which mobile banking services are deployed is discussed here
under. Here we point out the short comings of each in relation to the others. These banking
services may include any of the following;
» Credit/Debit Alerts.
Minimum Balance Alerts.
Bill Payment Alerts.
Bill Payment.
Recent Transaction History Requests.
Information Requests like Interest Rates/Exchange Rates.
Account Balance Enquiry

Cheque Book Request

YV V.V V V V V V

Fund Transfer between Accounts.

14



2.2.8. Mobile Banking Operation

A mobile banking system comprises a mobile banking unit and a data processing center which
may be the mainframe computer of the bank responsible for processing banking transactions and

data storage. [15]

= Li Mobile operator e —

E—Iaudset PDA

Communications
network

Banking system

Fig 2.4 Mobile Banking Operation System [15]

Mobile banking is seen to be an extension of the existing payment infrastructure of a bank to
Mobile phones as a channel for the leveraging of the mobile network and its reach, to deliver
Banking services to consumers. The mobile banking infrastructure thus sits in a similar technical

environment to the banks ATMs, POS, branch and internet banking service offerings.

Thus a bank’s core banking system, the system that houses the consumer’s account and related
transaction management would translate banking instructions received from consumer through
their mobile channel. The mobile banking channel can be delivered to the consumer through two

bearer or application environments.

Client—side applications: are applications that reside on the consumers SIM card or on their

actual mobile phone devices. Client-side technologies include J2ME and S@T.

Server-side applications: are developed on a server away from the consumer mobile phone or
SIM card. Server-side technologies include USSD2, SSMS and WAP. The Bank would only

need to select one of these bearers.

» USSD (Unstructured Supplementary Service Data): In its simplest definition, is a menu
driven form of SMS where a customer would receive a text menu on their phone as

opposed to a string of words. USSD is a data bearer channel in the GSM network. Like
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SMS, it transports small messages of up to 160 characters between the mobile handset
and the network. Unlike SMS, which is ‘store and forward’, USSD is session based and
can provide an interactive dialog between the user and a certain set of applications.

WAP: is best described as the Internet on a mobile phone. It is an open international
standard for applications that use wireless communication. Its principal application is to
enable access to the Internet from a mobile phone or PDA. A WAP browser provides all
of the basic services of a computer based web browser but is simplified to operate within
the restrictions of a mobile phone

USSD?2 it would be held in the same session and allow for a flowing conversation
between the user and the service. This is similar to e-mail and instant messaging, e-mail
waits for the recipient to read and respond while as instant messaging allows for
immediate dialogue. USSD is as standard a feature as SMS and is available in an
estimated 95% of handsets today

SSMS — when SMS Banking requires a registered customer to initiate a transaction by
sending a structured SMS (SSMS) message to the Mobile Banking Service [15].

Core Banking System

FFT Channel Switch

Clienl Side Server Side

S zZ2mL ussbz S5MS IVR WAFP

Fig. 2.5 Mobile Banking in the overall Banking architecture [15]
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2.2.9. Types of risks associated with Mobile Banking

Using mobile phones for mobile banking, customers can access their bank account. It means that
the customer is interacting with files, databases etc..., of the Bank. Database at the server end is
sensitive in terms of security. And from customer end, if the customer loses his/her mobile phone
then there is no assurance that there is a safety in using current mobile banking authentication
mechanism. There are two security zones in mobile banking, one is the handset held by user and
the bank security zone [12].

The following two elements contribute to a different risk environment for Mobile Banking
relative to other E-Banking channels which are: the mobile handset, which comes with a wide
range of functionality from basic on standard handsets to advance on feature phones and smart
phones. The mobile network, which includes all the links carrying a data message from a handset
to the Bank or vice versa and the methods used to communicate b/n the handset and the Bank
[12] [15].

A. Distributed Denial of service (DDOS) Attack

DDOS is the most common attack of banking system. DDOS attack orbit they attack to target

system. Before an attack is happen attacker will be attack network by scanning open ports.
B. Malware
Malware is the term for maliciously crafted software code. Moreover, it is possible to perform

the following operations for this type of malicious software Account information theft.

» Fake web site substitution
» Account hijacking
C. TCP/IP Spoofing

An attacker gains unauthorized access to a mobile device or a network by making it show up that
a malicious message has come from a trusted machine by spoofing the IP address of that

machine.
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D. Backdoors

Access to mobile program that avoided security mechanisms is a backdoor. A programmer may
sometimes install a back door so that the program can be accessed for troubleshooting or other
purposes. Back doors have been used by attackers to install themselves, as chunk of an exploit.

E. Tampering

It is an international modification of products in a way that would make them harmful to the

consumer.

F. Exploits

It is a piece of software or a data which acts as a bug or vulnerability in order to matter surprising

behavior to exist on computer software or hardware.

G. Social Engineering and Trojans

Trojans act as no authorized programs, can delete, block, modify and copy data.
Generally the key risks on Mobile Devices are included:

Malware

Malicious applications

Privacy violations relative to application collection and distribution of data
Wireless carrier infrastructure

Payments infrastructure/ecosystem

SMS vulnerabilities

Hardware and Operating System vulnerabilities

Complex supply chain and new entrants into the mobile ecosystem

vV V V VYV V V V V V

Lack of maturity of Fraud tools and controls

2.2.10. Mobile Banking Applications

The main types of existing mobile banking applications are the following as described in
[16].
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A. WAP Banking

The function of WAP banking is in many ways similar to the function of Electronic banking
using http. The client sends a request and gets a response with page content which is stored on or
dynamically generated by a standard web server. The main difference is in the usage of a WAP
gateway for the conversion of the protocols. WAP gateway encryption protocol is converted
from SSL/TLS to WTLS with the effect that data is not encrypted while it is processed while
authentication is assured via a personal identification number (PIN) of the user; authorization for
transactions is realized via transaction numbers (TAN) [16].

B. SMS Banking

The Short Message Service (SMS) is a GSM service to exchange text messages up to 140 byte
(or 160 characters of 7 bit). The transmission of mobile-originated short messages is carried out
by the short message service center (SMSC) of the particular network operator. The SMSC is
receiving the message from the mobile device and routing it to the destination device. For
generating mobile-terminated short messages, it is possible that a company or a special service
provider runs an own SMSC. Thus, a bank could generate SMS from bank data like account
balance or account movements and send it to the mobile device of the customer. The customer

has to include a PIN for authorization in every SMS he sends to his bank [16].

C. Mobile Banking with PDA

A personal digital assistant (PDA), also known as a handheld PC, or personal data assistant, is
a mobile device that functions as a personal information manager. The term evolved from
Personal Desktop Assistant, a software term for an application that prompts or prods the user of a
computer with suggestions or provides quick reference to contacts and other lists. The
communication between the bank and the mobile device is typically carried out via binary SMS.
Binary SMS contain in contrast to pure text SMS binary data in an 8-bit format. The usage of
binary SMS is offering the possibility to secure the data against unauthorized access.
The function of the access is similar the one at the SMS-banking. A SMS with customer is
generated by the SMS-Gateway and sent to the mobile phone of the customer. The SMS-
Gateway of the bank must be able to generate binary SMS and to encrypt them for transmission.
The data which should be sent to customer is split into single data packages which are packed
into single SMS [16].

19


https://en.wikipedia.org/wiki/Handheld_PC
https://en.wikipedia.org/wiki/Mobile_device
https://en.wikipedia.org/wiki/Personal_information_manager

D. Mobile Banking with SIM - Toolkit

SIM Application Toolkit (SIM-Toolkit, SAT) is a GSM standard for extended communication
between the SIM card and the mobile device. A respective solution is storing the mobile banking
application on the SIM Card of the user. On the SIM-card, several data is stored, e.g. for the
authorization of customers, personal settings like phonebook entries and sent and received SMS.
In addition to this, there is free storage space left for individual applications. The bank sends
bank a binary SMS as an answer; the mobile phone recognizes the binary data and forwards the
data for processing to the application on the SIM-Card which again uses the phone display to

communicate with the user [16].

2.2.11. Requirements of Mobile Banking Applications

The requirements can be discerned into four categories: technical, usability, design and

security:[16]

A. Technical Requirement

v' The usage must be possible with both kinds of available mobile devices. This
requirement is resulting from the characteristic that usage will be made with a mobile
device.

v The application should automatically detect the kind of device it is executed on and adapt
automatically to its features.

v The usage must be possible for any customer and the amount of transmitted data should
be as small as possible.

B. Usability requirement

v" The possibility to work offline with the application. It should be possible to use the
application without a permanent connection to the bank server.

v' A simplified method of data input. This requirement is of special interest when a
necessity is given to enter higher amounts of data.

v/ Resumption of usage at the same point after disruption. This requirement is resulting
from the characteristic that mobile usage can be disrupted at any time. In such a case the
application should allow the user to resume his usage at same point where it was

disrupted, without a complicated log-in procedure
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C. Design requirement

v The possibility to personalize the application. If the user gets a lot of data displayed, there
should be the possibility to use a personalized structure to view the data.

v The possibility to scale the application. This concerns the easy switch of use cases for the
user, e.g. if he gets an unexpected account balance and wants to find out more details. In
these cases, it should be easily possible to switch to a version of the application with a
wider range of functions.

v The possibility to get announcements on important events.

D. Security requirement

v The transmission of the data has to be encrypted. This is resulting from the fact that a
mobile banking application is transmitting sensitive data. To secure this data, the
connection must be encrypted.

v Before usage, access to the data must be authorized. Before a user can access his data he
has to prove that he is entitled to do so.

v The authorization has to be simple. Especially in the first two use cases, where a quick

access to the data is important, authorization has to be fast and simple.

2.2.12. Available Security frameworks for Mobile Banking

Authentication is the process of determining whether someone or something is, in fact who or
what it is declared to be. It is one of the most important security imperatives in verifying the
identity of a customer and determining whether he is permitted to access a particular banking
account. The traditional way of authenticating per today depends on three factors that could be
something you have, something you are and something you know. The authentication process

could include one of the factors or a combination of them all [13] [17] [23].

A. Something the user knows

Methods based on something the user knows are often associated with a password, multiple
passwords, or a combination of a password and a username. The user has usually chosen a
password before he/she starts using the service. This same password has to be provided by the

user for every future use of the service [13] [17] [23].

+ Stationary computer approach

In computer-security systems this is the most common method for authentication of users. For
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most of web applications and services password authentication presents well enough solution.
Even though this authentication mechanism does not provide high level of security, it is very
easy for implementation, and user is usually free to choose password that is simple for him/her

to remember.

+ Mobile device approach
Based on the success of password authentication on stationary devices, the same approach has
also been adopted and used on mobile devices. The first example you can see when you turn on
your mobile phone. The first thing that usually happens is that you are prompted for the PIN
code, before you can start using your mobile phone. On that manner the user is authenticated to

the mobile network, and he/she is protected from loss and theft of the mobile device.

+ Security level
Security level provided by this approach is not very high. There are numerous of attacks that can
jeopardize user’s confidentiality and security. Some of the attacks are: brute force attacks where
an attacker try to log in to the service with every possible password until he/she succeeds,
dictionary attack where an attacker try only passwords from the previous prepared lists, rainbow
attack that present more sophisticated version of dictionary attack where passwords are hashed
before and these values are used for attacks. Additionally, more threats can emerge due to

improper storage of the passwords provided by the user at the time of registration.

One major problem with password and security is user factor. In most cases user is required to
choose password that he/she will use on the system and remember it. The password that is
chosen can greatly influence security of the user, and because of that it is very important for user
to choose a strong password. On the other hand if the user is forced to choose a complicated and

inconvenient password there is another problem with writing it down and forgetting it.

+ Usability issue
We saw that authentication using passwords provide really low level of security. But also we said
that this approach is very popular and widely accepted for stationary and mobile device. The
biggest reason for this is high usability and easy implementation. For the user, it is required to
remember password that he/she choose, but there is no complicated and demanding authentication

process and privacy issues.

B. Something the user has
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User authentication in this case is based on something that user has, a physical object. An object
could be a mobile device or a token. Using this approach, a user is not required to reveal any
private information about him/her (like in biometrics) nor is it required remembering some secret
information (password) [13] [17] [23].

+ Stationary device approach
A token could be a small physical device that is often used to authenticate on a website or a
similar services. They are used to prove one’s identity electronically, and they exist in different
sizes and shapes, and are often small devices that can easily be carried around. Tokens can store
different kind of data that is often implemented in a chip and can perform various authentication
methods. The four types of tokens are: static passwords, synchronous dynamic passwords,
asynchronous passwords and challenge response. The tokens could work as standalone, or they
can be connected to a computer using the USB mechanism or some kind of wireless technology
like Bluetooth. The mobile phone itself can also be used as a token for user authentication for

services and applications on stationary devices.

+ Mobile device approach
This approach for user authentication is especially suitable for authentication of a user for mobile
applications and services. The biggest reason for this is that mobile device is usually considered as
private device that belong just to one person, and because of that is ideal example of “something
the user has”. In this manner, the mobile device is functioning as both the terminal providing the

service as well as the user authentication token.

There is couple of possibilities how this authentication method can be implemented on mobile
devices. The biggest difference lies in how a user’s private authentication information is stored

or delivered to the mobile phone. The possible approaches are:

- Private information is stored on hardware (e.g. SIM card),
- Private information is stored on the specific file on the mobile device’s file system, and

- Private information is received through mobile service operation (SMS message).

Authentication of the user based on private information stored on a SIM card is usually used by
network operator to authenticate subscribers. This approach provides very high level of security

because user’s private information is stored on tamper resistant cards. For this reason, this
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approach is becoming more and more popular for authentication of the user for different mobile
services (e.g. mobile banking). The biggest disadvantage is that all changes and additions to
SIM cards must go through a network operator.

Authentication of the user based on private information stored on mobile device’s memory is not
dependent on the mobile network provider and user or service provider can more freely install
and/or store user’s authentication information on mobile device. The secret information can be in
different formats depending on the type of services. For example, the user can use certificate that
Is stored on the mobile phone for authentication or install a specific application that contain
user’s private information and generate authentication token based on this information. The
problem with this approach is that private information is stored on the mobile phone, so if the

user changes mobile phone he/she has to acquire the same private information again.

SMS message is an example of authentication of the user based on private information that is
received through mobile service operation. The most common scenario is that One Time
Password (OTP) is delivered to user during authentication process, which afterwards must be
inputted in the log in screen in the original application. Also other scenarios are developed. For
example, when user receives a SMS message with the OTP he/she can just reply to the SMS
message on the mobile phone. In this approach user is not required to retype OTP, but utilize the
telephone network for the second factor of authentication Even thought this approach provides
great usability to regular users (there is no need to use complicated application and functionalities
of the mobile, but just SMS service that is well known to everybody), there are great trade-offs
that this approach introduce. First, there are problems with latency of the SMS services especially
during peak SMS usage as holidays. Another one is that text is transferred without any encryption
and is visible to service provider. Also, a service provider has the right to store SMS messages on
their side (for example when user is not accessible, so the message can be forwarded later on).
Finally, there are also serious security vulnerabilities that this kind of authentication introduces

e.g. man- in-the-middle attack.

+ Security level

Security level that is provided by using only this method is not so high. If an attacker steals the
user's token or mobile device, he or she may gain full access to the user’s private information and
services. And today it is not so unlikely scenario that mobile phones are lost or stolen because of

their small size and wide deployment in people everyday life. Mainly for this reason, this
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approach for user authentication is usually used in combination with some other authentication
method (most commonly with authentication based on something that user know e.g. password,
PIN number). This approach is called two-factor authentication and is frequently used for user

authentication for mobile services.

+ Usability issue
Usability of this authentication approach can vary greatly depending on the type of token used.
For example, if authentication token is well chosen and the user is always in possession of token
(for example if the token is the mobile phone), the whole authentication process can be very
simple and easy for the user. But on the other hand we have examples where token is some
stand-alone device which the user does not use very frequently and does not carry with her/him
at all time. In these situations the user will often be unable to use the service, since he/she does

not have the token present at that moment.

C. Something the user is

Ways to authenticate a user based on something he/she is are often based on scanning and
analysis. These methods, referred to as biometrics, centers around authentication based on
that person's unique traits. Traits can be physical, such as fingerprints or behavior, such as

walking patterns or typing patterns [13] [17] [23].

Biometric authentication methods have been developed to counter the possibility that
unauthorized persons may gain access when traditional security methods like security pass cards
or passwords are used. In the article Making Palm Print Matching Mobile we can read that “the
most critical flaw of these systems is that since they do not use any inherent characteristics or
attributes of the individual user, they are unable to differentiate between an authorized personnel
and an impostor who have fraudulently come to possess the token or knowledge (such as stolen
credit card or lost password)." For this reason, various biometric methods have been developed in
order to discern legitimate users. These methods include fingerprint-based systems and iris, retina,

face, palm print, voice, handwriting and DNA technologies.

+ Stationary device approach
Several computer or keyboard models come equipped with finger-print-readers. They offer an
alternative to authenticate the user of the machine in addition to traditional passwords. There are

also some solutions that require the user to swipe their finger in order to get access to an area or
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similar. In these cases the readers are attached to or close to doors.

+ Mobile device approach
In addition to desktop computers, many laptop models ship with fingerprint scanners that can be
used for user authentication. With mobile phones, a few models are available with fingerprint

scanners.

There have been and is ongoing research in this area, and as the technology improves, biometric
scanners on mobile devices might be more widespread than what it is today. Some experiments,
such as have been able to authenticate users based on palm print scanning using a mobile
camera. Also ongoing research is conducted on authentication of users by scanning their wrist

veins and recognizing their handwritten signature.

+ Security level
Some readers are easy to fool; requiring only a glove with an attached fingerprint according to
Velum and Flesland some scanners may also accept cut-off fingers. Other scanners are more

thorough and will not fall for simple tricks as this.

In addition, biometric solutions may pose a threat to the user itself. Imagine if unauthorized
persons wanting access become aware that the only thing the user needs in order to gain access is
to swipe one of his or her fingers. The user now runs the risk of having one of his fingers removed

in order for the unauthorized persons to be able to gain access.

Until now there are also known attacks on fingerprint readers, using different materials to simulate
finger (e.g. gummy bears). Biometrics might be best suited for additional security, or as a second

factor in an authentication process, rather than being used on its own.

+ Usability issue
The use of biometrics can be quick and effective. Since it is based on something the user is, it is
virtually impossible to lose or forget like tokens or passwords. After all, the user will always have
his or her finger available for scanning. However, disabled people might not be able to utilize all
biometric solutions. For instance a user in a wheelchair might not be able to utilize solutions based
on walk patterns or a person with a broken arm will have trouble with maintaining the typing
pattern he or she would have with both hands available. Some people might value their privacy

more than the ability to use a convenient authentication method such as fingerprint scanning. Since
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this is unique information that might be tied to a single person, their concerns may be justified. For
a given solution, which information and how detailed as well as who might have access to this
information might affect how a user reacts to such solutions. For one, it might be limited who
really needs to store biometric information, like when entering schools Disneyland or even gyms.
Another concern is if their information is somehow compromised, the users will not be able to

change their fingerprint, like they would their password.

2.2.13. Types of security frameworks available and widely applied on M-Banking

application and service are:

A. User name and PIN Security
It is something the user knows is often associated with any characters like a name, number. PINs
should never be stored or processed in the clear anywhere in a system. Hash values of PINs should
be encrypted to guard against brute-force attacks. Through PIN user is authenticated to the mobile
network and he/she is protected from lost and theft. [17] [24]

There are numerous of attacks that can jeopardize user confidentiality and security. Some of the
attacks are brute force attacks where attackers try to log into the service with every possible
password until he/she succeed. Additionally, more threats can emerge if original password that is

provided by use during registration is stored in an inappropriate manner.

One major problem with password and security is user factor. In most cases user is required to
choose password that he/she will use on the system and remember it. PIN that is chosen can
greatly influence security of the user, and because of that it is very important for user to choose

strong password.

B. One Time Password (OTP)
OTP is a Random 6 digit number that changes every time, whenever user logs on the system and
new password is generated and sent to the user on his mobile phone. OTP are utilized as an
additional factor in multi-factor authorization/authentication applications. They are only valid for
exactly one authorization or authentication request. The method of generating OTP whenever the
user initiates a M-Banking transaction: - first step is the user enters his/her user name and
password and allowed to login onto his webpage of his personal account, if the user authentication

is valid. The user then initiates a transaction and the bank server respond back with OTP to his/her
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mobile. This is the second level of authentication done to avoid password thefts. The user then
authenticates with the OTP himself. The OTP is checked at the server and the transaction proceeds
if valid [17] [24].

The OTP id valid only time every next time user logs in he needs to provide a new OTP that the
user would have received at that particular moment of time. Threats to OTP are: wireless
interception- the GSM technology is insecure due to several vulnerabilities such as a lack of
mutual authentication and weave encryption algorithms. Mobile phone Trojans- malware and
especially Trojans that are designed to intercept SMS messages contains OTPs.

C. Biometric Authentication
Biometrics is the science and technology of measuring and analyzing human body characteristics
such as fingerprints, retina venial patterns, irises, voice patterns, facial patterns, and hand/finger
measurements for authentication or identification purpose. Biometric identify people by measuring
some aspect of individual anatomy or physiology (hand geometry of finger, voice, face). A
biometric system is essentially a pattern recognition system that operates by acquiring biometric
data from an individual, extracting a feature set from the acquiring data, and comparing this feature

set against the template set in the database [17] [24].

The main benefits of Biometrics technology are to provide a better security and to facilitate the
authentication process for a user. It is usually difficult to copy the biometric characteristics of an
individual than most of other authentication methods such as passwords.

Biometric Modality
Each biometric information that can discriminate individuals is considered as a biometric modality.
The Biometric modalities are:

> Universality: all individuals must be characterized by this information
» Uniqueness: this information must be dissimilar as possible for two different individuals
» Collectability: it can be measured in an easy manner

> Acceptability: it concerns the possibility of a real use by users.
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Table-2.1. Comparison of biometric modality [17]

Biometrics U N P Cc A
DNA Yes | Yes Yes Poor Poor
Gait Yes | No Poor Yes Yes
Key stroke Yes | Yes Poor Yes Yes
dynamics

Voice Yes | Yes Poor Yes Yes
IRIS Yes | Yes Yes Yes Poor
Face Yes | No Poor Yes Yes
Hand Gesture Yes | No Yes Yes Yes
Finger Print Yes | Yes Yes Yes Fair

U= universality, N= uniqueness, P= permanency, C= collectability, and A=acceptability
The biometric authentication process is divided into three main functionalities:

1. Enrolment: It constitutes the initial process of collecting biometric data samples from a
person and subsequently creates a reference template representing a user’s identity to
be for later comparison.

2. Verification: It provides a matching score between the biometric samples provided by
the user and his/her template. The matching score is defined between 0% and 100%
(100% is quite impossible to be reached.

3. ldentification: It consists of determining the identity of an unknown individual from a
database of individuals. In this case, the system can then either attribute the identity
corresponding to the most similar profile found in the database to the unknown

individual or reject the individual.

Architecture of biometric system

The generic architecture of a biometric system consists of five main modules:

1. Capture module: It consists of capturing the biometric real data in order to extract a
numerical representation. This representation is then used for enrollment, verification or

identification.
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2. Signal processing module: It allows the reduction of the extracted numerical
representation in order to facilitate the processing time during the verification and
identification phases.

3. Storage module: It is used to store biometric individuals’ temples.

4. Matching Module: It is used to compare the extracted biometric raw data to one or more
previously stored biometric templates. The module determines the degree of similarity
between two biometric vectors.

5. Decision Module: It is used to determine if the returned index of similarity is sufficient to

determine the identity of an individual.

2.3. Banking Applications in Ethiopia
2.3.1. Core Banking

A core banking system is the back-end data processing application for processing all transactions
that have occurred during the day and posting updated data on account balances to the
mainframe. Core systems typically include deposit account and CD account processing, loan and

credit processing, interfaces to the general ledger and reporting tools.

All Banks in Ethiopian currently applied Core banking system to provide their services to the
customer. Most of them applied T- 24 and Flexcube which are installed by Temenos AG and

Oracle companies respectively.

TEMENOS T24

TEMENOS T24 is the most technically advanced banking system available today. It combines
the most comprehensive and flexible business functionalities with the most advanced and
scalable architecture. This gives it unprecedented power to meet the challenges of today and the
opportunities of tomorrow. This application has a total of 37 modules and interfaces including
Retail, Trade Services, Credit and Finance modules and Mobile Banking applications. It is a web
based application where customers can access their account records, payment information, using
personal laptop, mobile and so on. In this application, the company maintains financial and
confidential information about its customers (Tin-number, account number, customer profile,

and customer finical account, etc).
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T24 runs on: three Open hardware, three Open database, three Open J2EE application server,
three Open user interface through browser, HTML and XSLT, three Open connectivity through
XML and Services, three Open C language code and three Open Java development environment

TEMENOS T24 can support:

* 1,000 transactions per second

* 10,000 signed-on users

+ 100,000 signed-on Internet users
* 50,000,000 accounts

T24 allows you to improve application performance in a linear fashion by adding additional

Capacity to an existing installation.
Oracle FLEXCUBE

Oracle Flexcube is one of the core banking system operated by some banks in Ethiopian. It is a
compressive and integrated modular core banking system. Oracle flexcube can processing of
large transaction volumes with high availability, Multiple delivery channel support, including
branches, ATMs, point-of sale terminals, call centers, mobile devices, and internet banking. It is
An XML Web based user interface with context-sensitive help, Security management covering
application and role-based access, online validations and automated exception processing,
Centralized, decentralized, and combination deployments. It has a capacity of ease of integration
with existing systems using flexible Java Platform, Enterprise Edition technology. And

Operational risk management controls, including limits, collateral.

2.4. Related Works

This section presents a review of some selected related works in Mobile Banking security
frameworks for the banking industry. We will try to analyze and identify gaps that exist in

previous works. Finally, we summarize the works reviewed.
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Dr.D.S.Rao, GurleenKour and DivyaJdyoti [8]: The title of the work is One Time Password
Security through Cryptography for Mobile Banking. The objective of the work is to build a
software application model for performing high security mobile banking services.

The major contribution of the work is the concept of One Time Password, which is every time a
new password is generated and sent to the user on his mobile phone. The OTP is a random of 6
digits number that changes every time, whenever user logs on to the system and perform
transaction. The limitation of the work is that, whenever the user initiate the service firstly
he/she enters the username and the user redirected to another screen which prompted to enter the
One Time Password that has been delivered on to the users registered mobile number at that
particular moment of time. There are drawbacks to this approach. First, it pushes extra costs onto
some end users, particularly in North America, where customers must pay for the messages they
receive. Second, it is subject to network coverage, network latency and SMS delivery issues,
which creates uncertainty over whether SMSs will be delivered quickly, or at all. Third, it
doesn’t address the Man-in-the-Middle fraud problem.

Mohammed Billa [21]: The title of the proposed work is Security Issues in Mobile Banking.
The objective of the work to identify security risk in Mobile Banking and to provide an
authentication method for mobile banking transaction by using biometric mechanism.

The major contribution of the proposed biometric mechanism is a finger-print scanning device
which can identify the customer’s finger print thus enabling the customer to access mobile
banking services. The limitation of the work is that, it is applied only on those mobile devices

which have finger print scanner.

J. Saranya 1, S. Thirumal 2 [33]: Thetitle of the proposed work is Framework for secure mobile
Banking Application using Elliptic Curve Cryptography and Image Steganography.In this
proposed solution, Elliptic curve cryptography is used which provides high-level security. On the
other hand, to improve the security of data send from bank server to client, The overview of the
proposed system is described in the image based Steganography is used. steganography is hiding
message within something else in such away so that someone who doesn’t know it is there will
have trouble finding it .The limitation here is Huge file size, so someone can suspect about it. If
this technique is gone in the wrong hands like hackers, terrorist, criminals then this can be very

much dangerous.
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The review of the existing literature showed that the security of mobile banking has been widely
researched in the developed and emerging economies; however, we didn’t get any research
concerning the security of mobile banking technology in both bank and customer sides, for the

developing Ethiopian economy. This research is therefore believed to fill this gap.

2.5. Gap Analysis

One of the major problems for the adoption of M-Banking is security issues from the customer
side. It is to be recalled that M-Banking applications are added on the existing Banking
applications. As the financial business has become more risky Banks core banking applications
has to be equipped with better security platforms. This makes the Bank side highly secured. As
mentioned before the M-Banking application two sides’ one from the client side and the other
end is the Bank side (due attention is given for the threat from the server side); it’s to recalled
that M-Banking operated via mobile device which is subjected to theft and other activities by
potential attackers.

Accordingly, based on these facts we can say that previous works on security framework doesn’t
cover the overall security issues particularly from the client side. And as per our country security
context more concern is given from the bank side. The existing security framework applied on
M-Banking is single factor authentication, today single factor authentication, e.g. Passwords, is
no longer considered secure in the Internet and banking world because Easy-to-guess passwords,
such as names and ages, are easily discovered by automated password-collecting programs. Due
to this fact and all which we investigated in our study. The current security framework is not
protecting the security vulnerability from the client side. Therefore, our research addresses this
gap by enhancing Multi Factor authentication by considering banking business security

requirements and customer acceptance capacity.
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CHAPTER THREE
RESEARCH METHODOLOGY

3.1. Overview

This chapter discusses the processes and techniques used in carrying out the study. It also gives a
description of the respondents including information on the study population, the number of
respondents and how they were selected. It also provides an outline of research design and the

instruments for data collection.

3.2. Research Design

A research design is a frame work or blueprint for conducting a research. It details all the
necessary information needed to structure and solve the research problems. Even though a broad
approach to the problem has already been developed, the research designs specify the details.
The research design is the foundation on which the research is built. The information needed in
the research was to assess and analyze customer satisfaction on service quality and customers
concern (if any) on the security of the technology. The research design is the overall map for
concerning the theoretical research problem to relevant and practicable empirical research which
means it provides a plan or a framework for data collection and analysis. The rational, therefore,

in this research is to explore and give explanation to the research questions posed.

We used survey method to understand the main barriers of customers in using the M-Banking
technologies and propose adequate solution methods to overcome the problems. This method
was used because it provides desired data. The questionnaire related to service quality elements

and security concerns, among others.

Below is a conceptual model indicating the research process that is consists of a number of

consecutive and related activities.
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Fig 3.1 Research process flowchart [21].

3.3. Data Collection and Analysis Techniques
An analysis of existing researches which is relevant to the research topic, showing how it relates
to the investigation is made so that to explain and justifies how the research investigation may

help answer the questions or gaps in the area of research.

For collecting data to understand Mobile Banking Security framework at the mentioned Banks as
a sample, the primary data consist of qualitative data that is obtained through interviews and
questioner. The summarization of the interview and questioner result shed light onto the important

and comprehensive data collected which directly tackle the subject being researched in this paper.

Secondary data source like books, reports, journal and conference articles and white paper from
websites of reliable authors and organizations have been used to get information about Mobile

Banking security framework and the security majors for banking industry.

3.4. Population and Sample
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The population for the study consisted of customers of the CBE bank who transact in East Addis
Ababa District Branches, professionals from CBE and two private banks called Nib international
bank and Bank of Abyssinia, and experts from private ICT Company called BeablcT Solutions -
BITS. The sample for the study was made up of 420CBE customers, 20 selected professionals
from CBE, 15 selected professionals from NIB, 20 selected professionals from bank of
Abyssinia and 5 selected ICT experts from BeablIcT Solutions - BITS. The questionnaires were
distributed to individual customers and the professionals to get a good response rate. The simple
random sampling (SRS) method was used to select 420 CBE customers within the individual
segment of customers from the forty branches located in East Addis Ababa District. From the
420 sample CBE customers, 370 were responded correctly, that is the overall response rate of the
CBE customers achieved in the study was 88.1%. On the other hand, from the 60 professionals,
58 were responded correctly, that is the overall response rate of the professionals achieved in the
study was 96.7%. Hence from all the distributed questionnaires, the response of 370 from CBE

customers and 58 professionals were used in the research.

Custom insight software(http://www.custominsight.com/articles/randomsample-calculator.asp)

was used to select sample size with 5% tolerable error level, with 90% of confidence level
requires 272 samples but the sample was taken more than that i.e. 370. The questionnaire was
distributed randomly to customers’. According to the banks report as of June 30, 2015 the
number of accounts in the four district of Addis Ababa reached 1.6 million customers of which
534,000 in north Addis Ababa District, 351,000 in West Addis Ababa District 414,000 in South
Addis Ababa District and 285,000 in East Addis Ababa District. 30 Branches under north Addis
Ababa district retains 300,000 customers of the district. Sample sizes of 370 respondents were
selected from these 30 branches located in East Addis Ababa city were selected due to cost and
time constraints. The 370 respondents were selected randomly to assess the level of customers’

satisfaction on M-Banking service quality and their security concerns.

3.5. Summary of Responses from the questions

Table 3.1 below shows the summary of the customer’s responses in the selected questions from

the questioner, relating to the M-Banking technology use and security concerns.
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Table 3.1 Summary of customer’s responses

$ @
— o]
& = 8
No. Question = == g | =3
{7 & 5 2 S | BT
1. | I’'m concerned about the security of mobile 79% | 13% | 9% 1% | 2%
banking
2. My banking needs are being met without mobile 8% 12% | 2% 25% | 53%
banking
3. | I don’t see any reason to use mobile banking 20% | 29% | 10% 2204 | 19%
4. | The mobile phone screen is too small 29% | 25% | 220 15% | 9%
5. | I don’t have a Smartphone 9% 12% | 29% 28% | 220
6. My bank charges a fee for using mobile banking 19% | 21% | 30% 2206 | 18%
1. I don’t do the banking in my household 2506 | 10% | 14% 21% | 30%
8. | don’t trust the technology 35% | 220 | 13% 18% | 12%
9. | It’s too difficult to use mobile banking 10% | 12% | 32% 29% | 17%
10 | My personal information will not be protected, if | 27% | 25% | 34% 8% | 6%

use mobile banking

Table 3.2 Below shows the summary of the professionals from the selected banks and experts

from BeablcT Solutions — BITS, responses in the selected questions relating to the M-Banking

technology use and security concerns.
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Table 3.2 Summary of the professionals and experts

~ [«5]
= 2
> = o) [¢B] >
No. Question B, o = 8 £ 5L
S ¢ 8.3 § |68
Eo| o |cgog £ | 5.2
" © 4+ >0 C ®© © wn O
1. | I’'m concerned about the security of mobile 73% | 14% | 7% 6% | -
banking
2. | Ethiopian customer banking needs are being i 205 | 9% 17% | 72%
met without mobile banking
3. | Anew security frame work is needed for 79% | 15% 6% - i

mobile banking technologies in Ethiopia

4. | Mobile banking adoption doesn’t consider the 45% | 21%  12% 15% | 7%
social engineering of the customers

5. | All applications must include local languages 20% | 9% | 11% 2106 250

6. | Before adopting the technology, we need to do 49% | 25%  10% 706 | 9%
researches.

7. | The security of the technology depends onthe | 420, | 1904 | 2204 8% | 4%
trustiness of individuals in the banks and ISP
center.

As shown in the above tables more than 85% of respondents cited their main reason for not using
mobile banking was “I’m concerned about the security of mobile banking”. In the same study,
respondents were asked to rate their concerns on the security of mobile banking for protecting
their personal information and 52% rated it as somewhat unsafe and very unsafe, while 34%
were not sure of the security. These statistics represent a significant barrier to the use of mobile

banking products and services in Ethiopia.

When you analyze the security risks of the mobile space, many of these feelings are not
necessarily irrational. The lack of maturity of the mobile banking space brings many risks in the
areas of new technologies, new inexperienced entrants in the ecosystem and a complex supply
chain with risks in secure integration of the complex ecosystem. Many of these new entrants are

innovative and dynamic with minimal experience or attention to security as a discipline. These
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risks are most evident in the mobile application development and mobile hosting areas. New

privacy risks are brought to light with personal data collected by the applications and information

about the customer’s physical location. Finally, customers are largely uneducated or have a high

risk tolerance and unfortunately may opt into services that put their security and privacy in

jeopardy

In-addition to the common mobile security issues occurred globally, based on the interview;

we investigated some additional key risks which amplify the common risks. These include:

>

The PIN or password to use the mobile banking applications are not encrypted with
other characters and can easily be screen out by hackers around you.

All SMS messages of transactions using mobile banking are not encrypted, so anyone
who gets access to the mobile can easily get the text messages. In addition, the storage
of copies of SMS messages at the SMS center server hosted by the mobile network
service provider also provides a point of vulnerability to the SMS banking service.
Since the message is in plaintext then any corrupted personnel who have access to the
service providers SMS center server can easily view sensitive details.

The strength of the PIN given by the banks is not adequate, and these may be easily
identified by third person.

Once you are authenticated to the application using the PIN, there is no any other
mechanism to control sensitive transactions (such as check account, transfer money,
and change PIN) of the application. This authentication method is not adequate,
because simply hackers may easily get the PIN of a client using non-complex
mechanisms such as security camera configuration or multiple mirror configurations
of buildings where a client is predicted to open the application in.

In the survey, respondents were asked to select how they recall their PIN and 57%

save their PIN with other contacts on the same phone.

These additional security risks of mobile banking may led to financial and privacy violence’s

of individuals.

As per the review of the literature and the responses of the customers, professionals and

experts we forced to propose a security framework for mobile banking key authentication and

message exchange protocols. The proposed security framework for the Mobile Banking Key

Authentication and Message Exchange protocols is described in the next chapter.
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CHAPTER FOUR

THE PROPOSED CONCEPTUAL SECURITY
FRAMEWORK

4.1. Overview

We have discussed on the security risks associated with mobile devices and have seen the main
challenges of using the mobile banking applications globally. In the previous chapter, we have
seen the summary of the main security issues of the existing mobile banking applications in
Ethiopia and the responses of the selected sample on the distributed questioner. According to the
responses and the investigated additional risks in mobile banking applications of Ethiopia, we
find that security in the customer’s side needs immediate action. According to [26] the three
assets of mobile devices are device, application and private information. In the context of this
thesis, these assets will be applied to the customer side of mobile banking application. The bank
side (e.g. bank servers) and the network assets (e.g. telecom provider) are not the scope of this
research.

This chapter presents the proposed security framework for mobile banking key authentication
and message exchange protocols. Key management is the main concern in protecting to the entry
point of an application and private information’s loaded on a device. For the sale of performance
of the customer’s devices in running the mobile banking application, we use symmetric key

cryptosystem in our proposed protocols because the SMS application can't perform heavy encryption

operations.

4.2. Key Generation

The proposed protocols use a strong random key generator algorithm to create the activation
key, PIN and list of one time passwords. This key generator must be maintained and owned
by the banks. The list of the generated keys will be written to a file, print securely and sent the
printed one to the client using a secure communication media upon request. In the event of
check balance, transfer money and change PIN protocols the client encrypts the request with
one of the randomly generated password. The reply from the bank is encrypted using a key
derived from the concatenation of the clients PIN and account number. When the reply

message is received by the client he or she needs to enter both the PIN and account number in
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order to access the massage content. The advantage here is that there is no need to store the
generated one time password after using to check balance or transfer money or change PIN.

4.3. Proposed Key Management

e A registered mobile banking user of the bank is required to have a bank account, PIN and
activation key where only the customer and bank database should know these keys.

e The user during at time of registration receives the activation key and PIN in a secure
manner from the bank. The bank generates these keys in encrypted form, prints by
decrypting the generated once in a secure way and uses a secure delivery channel to send it
to the client, where only the bank database should know.

e The user receive, list of one time passwords after the activation process is accomplished by
changing a PIN of his own choice.

e The user can receive list of one time passwords whenever he or she finishes the list. In
addition, the bank can discard and generate new list of one time passwords on the request
of the user.

4.4. Application of the Proposed Security Framework

This section presents the proposed security framework for message exchange and transaction
protocols. We separate protocols for the activation process, change PIN, check balance and
money transfer transactions. Once a user is authenticated to interact with the mobile banking
page using his or her activation key and PIN, he or she needs to change the PIN to use the
services of the mobile banking (change PIN, Check Balance or Transfer Money). After
changing a PIN of customer’s choice, the activation key is discarded from the database of the
bank and the client needs to use his or her PIN to use the application again. The client requires
to select one from the given one time passwords and if succeed with that, the password will be

discarded from the database of the bank and can’t be used again.
4.4.1. Activation Process
Level 1: Registration Process

The mobile banking services are provided only to the customers who have specifically opted
for the same and registered as described above.

Level 2: Activation Process and PIN Change
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Customer has to activate the application using an activation key given by the bank at the time
of registration and is requested to create a 4-digit numeric PIN of his choice at the time of
activation. The activation key is discarded from the banks database after changing the PIN.

Level 3: User-Generated PIN

Customer can also change the 4-digit numeric PIN when required. This acts as a verification
mechanism to enter the application. The application gets locked in case of three incorrect PIN

entries.
Level 4: Storage encryption

All data that is stored on the phone/client is encrypted using the PIN and client account

identification encryption standards thereby making it secure.
Level 5: Communication encryption

The data exchanged between client and server is encrypted using PIN, account identifications

and one-time passwords.

Activation Request Sent to with
the encripted activation key

Server decrypts, if correct confirm
client authentication and autho-
matically launch the mobile apps
requesting the user to input his/her
account identification and PIN in
order to change a PIN of his own

Client attempting to
Bctiveiethe apps Change PIN request sent to with
the encrypted old PIN, new PIN

and account identification number

Bank
Server

Server decrypts and if correct
confirm client PIN change

Client connects to the server and

can use the apps with including

services and the authentication
protocols defined in section 4.3

Fig 4.1.The activation process



4.4.2. PIN Change Protocol

In the PIN change protocol a single encrypted message is sent to the bank server by the client.

The message o is encrypted using the one time password, transaction type, client identification,

old PIN and new PIN. The message abstraction is generated by a hash function he, and sent to

the banks server. A hash function hy display a verification message or error message as a result

of the generated message abstraction. The protocol is presented as follows.

PCpc : B—2C : hye [hep[8]] = [<Verification>] or [<Error Message>]

Where

e §=[CAI|TT|OPW | OPIN | NPIN]

e TT=0 is a number specifying the selected transaction, which is PIN change

e CAl s the client account identification of the user

e OPW denotes the one time password

e OPIN denotes the old personal identification number of the client, which is in use.

e NPIN denotes the new personal identification number of the client, which the client
want to change to.

e T, denotes a hash function encryption with the client account identification,
transaction type, one-time password, old PIN and new PIN.

o Thpcdisplays a simple text box which is a reply from the bank confirming the PIN
change and automatically sign out from the application. In case of any error in the
input data or technical error from the bank database connection, hyc displays an error

message.

Once a password has been used it will be considered as expired and the system will not

recognize it if it is reused.
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PIN change reguest sent to
server

T Server will automatically launch an
application requesting the client
to input client identification. one-
time password, old PIN S new PIN

PIIN change request sent to server

15 i with the encrypted client identifi-

Clicut ai 1 E g to cation, one-time password, old PIN
PIN < &= and new PIN

Server decrypts and if correct
display a confirmation text,
and authomatically sign out

from the application.

Client connects to the server and
can see the displayed balance

Fig 4.2. The PIN change protocol

4.4.3. Check Balance Protocol

In the check balance protocol a single encrypted messagep is as well sent to the bank server by
the client. The message | is encrypted using the one time password, transaction type, client
identification and PIN. The message abstraction is generated by a hash function H, and sent to
the banks server. A hash function Hy. display a simple message containing information of
balance or displays error message as a result of the generated message abstraction. Additionally
the hash function Hy. generates an encrypted SMS message using the current PIN and client

identification in case the client needs to read any time without opening the application.
The protocol is presented as follows.

CBy :BE=Hy, [Hep[H]] = [<balance information>] or [<Error Message>]

Where

e W=[CAI|TT| OPW|PIN]

e TT=1is a number specifying the selected transaction, which is check balance
e CAl s the client account identification of the user

e OPW denotes the one time password

e PIN denotes the personal identification number of the client
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e Hg denotes a hash function, encryption with the client account identification,

transaction type, one-time password and PIN.

e Hyc denotes a hash function display a simple message containing the clients balance

information and reply encrypted SMS message from the bank using concatenation of

the user account identification& PIN which will automatically launch a display

requesting the client to input client identification & PIN. In case of any error in the

input data or technical error from the bank database connection, Hy. displays a text

which is a reply from the bank denoting the error message.

Once a password has been used it will be considered as expired and the system will not

recognize it if it is reused. The client will be requested to input his/her account identification and

current PIN in order to access the message any time.

Client attempting to
check balance

Check Balance request sent to”
server

&
“Server will automatically launch an

application requesting the client to
input client identification, destina-
tion client identification, one-time

password & PIN

\
/
Check Balance request sent to serv-

er with the encrypted client identi-
fication, one-time password & PIN

&

Server decrypts and if correct
display a balance, reply encrypted
message from the bank using con-

catenation of the user account iden-
tification & PIN and will automati-
cally launch a display text informing
the client to input client identifica-
tion & PIN, to read the message

other time
e

Client connects to the server and
can see the displayed balance

Fig 4.3. The check balance protocol

4.4.4. Money Transfer Protocol

Server

In the check balance protocol a single encrypted messagea is as well sent to the bank server by

the client. The message a is encrypted using the one time password, transaction type, client
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identification, destination client account identification and PIN. The message abstraction is

generated by a hash function Hie, and sent to the banks server. A hash function Hiy reply after 3

minutes. If the client doesn’t take any action in canceling the transfer action, assuming the

confirmation of the transaction by the client, the hash function will display a simple message

confirming the balance transfer or displays error message as a result of the generated message

abstraction. Additionally the hash function Hi,c generates an encrypted SMS message using the

current PIN and client identification in case the client needs to read the transfer any time without

opening the application.

The protocol is presented as follows.

MT : C—=>B : Higp[a]

MTpyc : B—>C : Hip [Higp[a]] = [<Verification>] or [<Error Message>] in plaintext.

Where

a=[CAI| DAI|TT | Amount | OPW | PIN]

TT=2 is a number specifying the selected transaction, which is balance transfer

CAl is the client account identification of the user

DAl is the destination account identification of the client to which the money will be
transferred.

Amount is the amount of money which will be transferred from CAl to DAI

OPW denotes the one time password

PIN denotes the personal identification number of the client

Hi, denotes a hash function encryption with the client account identification,
destination account identification, transaction type, one-time password and PIN.

H,e denotes a hash function reply after 3 minutes encrypted message from the bank
using concatenation of the user account identification & PIN, and will launch a display
requesting the client to input client identification & PIN, to read the message other
time. In case of any error in the input data or technical error from the bank database
connection, Hi,e displays a text which is a reply from the bank denoting the error

message.

Once a password has been used it will be considered as expired and the system will not

recognize it if it is reused. If the authentication is successfully passed with all the input data,
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the money transfer transaction will take place after 3 minutes and display a massage
confirming the transfer, unless the client send an authenticated cancel message within 3
minutes or any technical error from the bank database. Additionally the hash function Hipc
generates an encrypted SMS message using the current PIN and client identification in case

the client needs to read the transfer any time without opening the application.

Money Transfer request sent to
server

“Server will automatically launch an
application requesting the client to
input client identification, destina-
tion client identification, one-time

password & PIN

Money Transfer request sent te—

server with the encripted client

Client attempting to identification., destination client

money transfer identification, one-time password
& PIN

T Server decrypts. If correct and the
client don’t send a cancel message
with in 3 minituas, it display confir-
mation of transfer. Additionally it re-
ply encrypted SMS message from the
bank using concatenation of the user
client identification & PIN in case the
client needs to check the transfer any
time without opening the application

Client connects to the server and can
see the displayed money transfer

Fig 4.4. The transfer money protocol .

4.5. Security Measures of the Proposed Framework

This section describes the security considerations regarding integrity of personal information,

Authentication, Repudiation and Confidentiality [31].
4.5.1. Integrity

The protocol employs a hashing algorithm to create a message digest of the message exchanged.
The message digest is calculated both at the mobile phone application and at the bank server this

is performed by integrity check algorithm incorporated with our proposed framework. The fields
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that constitute the digest are discussed in the previous chapter. If the content is altered during
transmission a mismatch digest will occur and the receiver will know that the message has been

compromised.
4.5.2. Authentication

For authentication purposes the protocol includes the personal identification number (PIN) where
only the customer and bank database should know this PIN. The client during time of registration
receives the list of one time passwords in a secure manner from the bank. This can be done by
the client physically collecting them from the bank or the bank uses a secure delivery channel to
send it to the client. The client enters his banking details that include the account and PIN in the

mobile application and are used for authentication at the bank server side.

4.5.3. Non Repudiation

In our protocols non-repudiation is ensured through the use of the PIN, one time password and
account number that are known only to the client and the bank. If the message is successfully
decrypted by the bank, then it indicates the corresponding client must have sent the message. The
client cannot therefore deny having sent the message. We strongly assume here that the bank has
concrete security policies on how it internally handles access to its client details like PIN in its

database.

According to [15], banks have traditionally fought fraud from within and outside. In the case of
insider fraud security audits and functional separation are notable methods used. However with
increased complexity of banking systems banks now employ Hardware Security Modules
(HSM’s) that are used to protect PIN derivation keys from corrupt employees and physical

attacks.

4.5.4. Confidentiality

This is achieved in check balance, money transfer, and PIN change and activation protocols by
encrypting the message using a onetime password, PIN authentication and client account

identification. It is assumed that only the client and bank have knowledge of these.
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CHAPTER FIVE

EVALUATION OF THE PROPOSED CONCEPTUAL
FRAMEWORK

This chapter considers a real world scenario to evaluate the proposed conceptual security
framework by developing a model mobile banking application that incorporates major banking
functionalities. Accordingly, the satisfaction of the users is serviced by presentation the research

questionnaires once ageing. Below are details of the evaluation process:

5.1. A Prototype Implementation

e The console application is developed using Python programming language.
e Here we choose bcrypt and other cryptography libraries to use:
= bcryptis a password hashing function.
= Cryptography includes both high level recipes and low level interfaces to
common cryptographic algorithms such as symmetric ciphers, message

digests, and key derivation functions.

5.2. Evaluation Input

e Twenty Experts and Thirty CBE customers who have actively participated on responding
the initial research questioner were contacted once again to evaluate the proposed mobile
banking security framework and fortunately, all were willing.

e A workstation, my computer, with the model mobile banking application installed was
prepared for the customers to use it while doing the evaluation.

e The customer account registered in the model application holds a deposit of 12,500 birr
and the tester were provided to perform whatever transaction he/she desire.

e At the end of the evaluation, testers were expected to respond the questioners as he/she
have done on the initial phase of this research.
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5.3. Sample Evaluation Scenario

Scenario 1: Performing Transaction Using Mobile Banking

e Tester A, a customer of CBE, performs the following transaction :

+ Log on to the system

llelcome to mobile banking system
Pleaze enter pin numbher:

Pleaze enter one time password:
Pleaze enter new pin:

% Check his current balance

e lcome to mohile banking sustem
Pleaze enter pin number:

1.Check Balance
2. Tranzfer Monewy
J.Change Pin

4 ExitsQuit

lhat would yon like to do? 1

What would you like to do? 1
Pleaze enter one time password:

Your balance is: 12588.6

1.Check Balance
2.Transfer Money
3.Change Pin

4 _Exit-sQuit

hat would you like to do?

& Transfer birr 2000 to account number 1002

that would you like to do?¥ 2
Pleaze enter one time password:

Pleaze enter account:=18082

Fleasze enter the amount:2060H8
Your remaining balance is: 18588.8

+ Again , He transfer birr 500 to account number 556026
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1.Check Balance
2. Tranzfer Monew
3.Change Pin

4 _ ExitsQuit

What would yon like to do¥ 2

What would you like to do? 2
Fleaze enter one time password:

Please enter account:556826

+ Finally, he logged out.

1.Check Balance
2.Transfer Money
3.Change Pin

4 _Exit-sQuit

hat would youw like to do? 4

Scenario 2: Message Encryption

e The concept behind the message encryption process is that to mask any transactional
information of a customer sent via a short text message to the customer so that no one
except the customer has the capability of viewing the text information even though the
customer mobile phone is not under his/her custody.

e The right customer will read the message sent from banks by entering his/her pin and

account number.

Summery

e Every time a new tester (customer) login to the system for the first time, the system
request to enter his/her pin number provided by the bank and also forced to enter a new
pin number. The inputted pin and one time password is not visible for the end user in a

masked or plain text, which make the proposed approach more secure.

51



5.4.

Every time the customer performs a transaction, he/she requested to input one time
password; which is additional authentication technique proposed by this paper that was

not been practiced before in Ethiopian mobile banking applications.

The Evaluation

The testers respond to the questionnaires after evaluating the proposed mobile banking
security framework using the model system .Their response is summarized below in short:
Table 6.1 Summary of customer and Expert response on the proposed mobile

banking security framework

> 5 2 8 | =28
(@] L (&} = O =
No. Question s 83 3 § 6§
728 ® ;=28. © | 5
1. I'm c_oncerned about the security of mobile 30% 5% | 5% 10% | 50%
banking
2. I don’t trust the technology 10% | 5% | 10% 2506 | 50%
3. | Anew security frame work is needed for mobile 90% | 10% | - i i
banking technologies in Ethiopia
4. It’s too difficult to use mobile banking 504 7% | 2204 56% | 10%
5. | The security of the technology depends on the

0 0, 0 0 0,
trustiness of individuals in the banks and ISP 4r% 19% | 22% 8% | 4%

center.

6. My personal information will not be protected, if | 50 10% | 25% 30% | 30%
use mobile banking

5.5. Evaluation Result and Its Implication

Customers concern about the security of mobile banking while using the model mobile
banking application which is developed by the proposed conceptual security framework is
found to be much less (reduced with 50 %) than the concern rate in using the current
mobile banking application of Ethiopian banks.

Customers concern about personal information protection is found to be much reduced
with 60% that the concern rate in using the current mobile banking application.

Finally, our evaluation fulfills the security considerations regarding integrity of personal

information, Authentication, Repudiation and Confidentiality.
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CHAPTER SIX
CONCLUSIONS AND RECOMMENDATIONS

In this chapter we give our conclusions and recommendations on the application of our proposed
security framework for Mobile Banking Key Authentication and Message Exchange Protocols:
in the case of Ethiopia. We present the challenges and opportunities of such systems and end the

chapter with a conclusion of this work and highlighting future areas for further exploration.

6.1. Conclusions

The thesis reviewed the current state of mobile banking and SMS exchange services in Ethiopia
and highlighted the technologies and security shortfalls of enabling systems utilizing ordinary
plaintext SMS message communication. From the study of these systems and related ones we
have come up with a an approach that will strengthen the mobile banking security and evaluate
its rate of satisfaction and confidence by analyzing the response of customers and expertise for a
questioners presented to evaluate the model mobile banking application developed as per the

proposed conceptual security framework.

This paper articulates current mobile banking problems and discusses the need for strong
security implementation on both server and client’s sides for the Ethiopian banking industry. The
general objective of this paper was to propose a generic Mobile Banking Security framework in

the client’s side, for the Ethiopian banking industry.

To achieve the objective, we selected the Ethiopian banking industry to understand the current
Mobile Banking security of the client’s side, by investigating the main concerns of customers for
not using the service. We identify that their main concern was on the authentication keys of the
application including the message exchange process. After gaining knowledge from the survey
study, then put it in to the existing knowledge on the subject matter, which are identified from
literature reviews. Finally, we come up with a new framework that helps the banking industry for
exercising the security of mobile banking key authentication and message exchange. In summary
we are optimistic our system can gain acceptance in society given the security benefits it offers.
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6.2. Recommendations

The potential for SMS mobile banking services is particularly high in countries were Internet
infrastructure hinders the access to electronic banking services. In Ethiopia Internet connectivity
and bandwidth are low and the population is not urbanized and averagely poor hence making
realization of internet banking services not viable in most parts of the country. We therefore note
that for the foreseeable future given the high diffusion rate of mobile telephony in Ethiopia SMS

banking is the most viable option for offering affordable remote banking transactions.

The success of SMS banking will mainly depend on the banking industry on how they perceive
the usefulness of the system to enable them offer better services to their clients and help reduce
in their operating costs. The potential of the general adoption of SMS banking is there given the
fact that clients give a lot of attention to convenience and accessibility of personal accounts when

choosing a banking service provider.

We recommend that customer side URL inspection tool should further be developed for its
performance and compatibility and thorough testing should be done and also in the future the
research should consider the usability issues. This depends on what constitutes an acceptable

security level and on the trade-off between usability and security.
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APPENDICES
Sample Mobile banking application Code using python

# Author Betelhem Belete
# Date June 2017

import getpass
import berypt

from cryptography.fernet import Fernet

# menu function
customers = [{'pin": '4444', 'account_no": '1001", ‘firstname’: 'Betty’, 'lastname": 'Belete’,
‘gender": 'Female'},

{'pin": '5555', 'account_no': '1002', ‘firstname': 'Abebeb’, 'lastname’: 'Kebede',
‘gender”: 'Male'}]

passwords = [{'pin": '4444', 'account_no": '1001', 'pass":
b'$2b$12$4k0O8SD0G0J2B1.M09qv1DepG/I0O7Dm2orXAAXOYPIPONGjTQ49Sh,
‘type': 'ch’, 'status’: 'Active'},

{'pin": '4444', 'account_no": '1001', 'pass":
b'$2b$12$4k08SD0G0J2B1.M09qv1DepG/107Dm2orXAAXOYPIPONGjTQ49Shg','typ
e 'mt’, 'status’: 'Active'},

{'pin": '4444', 'account_no": '1001', 'pass"
b'$2b$123$4k08SD0G0J2B1.M09qv1DepG/107Dm2orXAAXOYPIPONGjTQ49Shg','typ
e". 'cp', 'status’: 'Active'},

{'pin": '5555', 'account_no': '1002', 'pass":
b'$2b$12$4k0O8SD0G0J2B1.M09gv1DepG/IO7Dm2orXAAXOYPIPONGjTQ49Shq', 'typ
e". 'ch’, 'status’: 'Active'},

{'pin": '5555', 'account_no': '1002', 'pass":
b'$2b$12$4k0O8SD0G0J2B1.M09gv1DepG/IO7Dm2orXAAXOYPIPONGjTQ49Shq','typ
e 'mt’, 'status’: 'Active'},
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{'pin": '5555', 'account_no'": '1002', 'pass"
b'$2b$12$4kO8SD0G0J2B1.M09qv1DepG/I0O7Dm2orXAAXOYPIPONGjTQ49Shd,
‘type': ‘cp’, 'status’: 'Active'}]

balances = [{'pin": '4444', "account_no'": '1001', 'balance": 12500.00},
{'pin": '5555', 'account_no": '1002", 'balance’: 5200.00}]

def menu():

print("Welcome to mobile banking system™)

ansl=1

while ansl <= 3:
# getpass function recive pin number without printing it
pin = getpass.getpass('Please enter pin number:")
if not check_pin(pin):
print(‘'Invalid pin number")
ansl=ansl +1
if ansl == 4:
return
else:
break

pin = change_pin_first_time(pin)

ans = True
while ans:

print ("™
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1.Check Balance

2.Transfer Money

3.Change Pin

4.Exit/Quit

")

ans = input("What would you like to do? ")

if ans =="1"
check_balance(pin)

elif ans =="2":
transfer_money(pin)

elif ans =="3":
change_pin(pin)

elif ans =="4":
print("\n Goodbye™)
return

elifans 1="":

print("\n Not Valid Choice Try again™)

def check_balance(pin):

passw = getpass.getpass('Please enter one time password:")

# generate symmetric key for encrypting user password

key = Fernet.generate_key()

cipher_suite = Fernet(key)

cipher_text = cipher_suite.encrypt(passw.encode('utf-8")

for pwd in passwords:



if pwd['type] == 'cb’ and pwd['pin’] == pin and
bcrypt.checkpw(cipher_suite.decrypt(cipher_text), pwd['pass’]) and pwd['status’] ==
'‘Active":
# change password status
pwd['status] = 'Closed'

print("Your balance is:', get_balance(pin))

return

print("Invalid Password")

def change_pin(pin):

passw = getpass.getpass('Please enter one time password:")

# generate symmetric key for encrypting user password
key = Fernet.generate_key()
cipher_suite = Fernet(key)

cipher_text = cipher_suite.encrypt(passw.encode('utf-8")

for pwd in passwords:
if pwd['type] =='cp' and pwd['pin‘] == pin and
becrypt.checkpw(cipher_suite.decrypt(cipher_text), pwd['pass']) and pwd['status’] ==
'‘Active":
# change password status
pwd['status] = 'Closed'

# change pin
newpin = getpass.getpass('Please enter new pin:")
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# change pin in password list
for pwdl in passwords:
if pwd1['pin'] == pin:
pwdl1['pin’] = newpin

# change pin in cutsomer list
for customer in customers:
if customer['pin’] == pin:

customer['pin‘] = newpin
# change pin in balance list
for balance in balances:
if balance['pin'] == pin:
balance['pin'] = newpin
print("Pin chnaged sucessfully")
return
print("Invalid Password")
def change_pin_first_time(pin):
for pwd in passwords:
if pwd['type'] == 'cp' and pwd['pin‘] == pin and pwd['status’] == 'Active".
# change password status

# pwd['status’] = 'Closed'

# change pin

newpin = getpass.getpass('Please enter new pin:")
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# change pin in password list
for pwdl in passwords:
if pwd1['pin'] == pin:
pwdl1['pin’] = newpin

# change pin in cutsomer list
for customer in customers:
if customer['pin’] == pin:
customer['pin‘] = newpin
# change pin in balance list
for balance in balances:
if balance['pin'] == pin:
balance['pin'] = newpin
print("Pin chnaged sucessfully")

return newpin

print("Invalid Password")

def transfer_money(pin):
passw = getpass.getpass(‘Please enter one time password:")
# generate symmetric key for encrypting user password

key = Fernet.generate_key()
cipher_suite = Fernet(key)



cipher_text = cipher_suite.encrypt(passw.encode('utf-8")

for pwd in passwords:

if pwd['type'] == 'mt' and pwd['pin‘] == pin and

bcrypt.checkpw(cipher_suite.decrypt(cipher_text), pwd['pass’]) and pwd['status] ==

‘Active’:
# change password status
# pwd['status’] = 'Closed'

# enter account
account = input('Please enter account:’)

amount = input('Please enter the amount:’)

for balance in balances:
if balance['account_no'] == account:
for bl in balances:
if b1['pin] == pin:
if float(amount) > float(b1['balance’):
print('Insufficient balance',b1['balance’)
return
else:
# transfer the money
b1['balance’] = float(b1['balance]) - float(amount)
balance['balance’] = float(balance['balance’]) + float(amount)
print("Your remaining balance is:',b1['balance’])
# change password status
pwd['status] = 'Closed'
return
else:
print(‘'Inavlid PIN")
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print('Inavlid account number")

print("Invalid Password")

def check_pin(pin):

""fucntion for checking customer pin number"""

for customer in customers:
if customer['pin'] == pin:
return True

return False

def get_balance(pin):

""Return a balance ofcustomer

# generate symmetric key for encrypting user password
key = Fernet.generate_key()
cipher_suite = Fernet(key)

for bal in balances:

if bal['pin'] == pin:

return bal['balance’]

# entry fucntion

menu()
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End of the Document
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