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ABSTRACT 

 

This study focuses on assessing the vulnerabilities of mobile banking applications to cyber 

threats, with a specific case analysis of the Bank of Abyssinia. The research aims to identify, 

categorize, and evaluate the potential security flaws present in the BOA’s mobile banking 

platform. This research used mixed method of approach which is both Qualitative andquantitative 

methods to assess the vulnerabilities of Mobile Banking Applications to Cyber Threats. It involved 

the total of 230 respondents selected to obtain the primary data using questionnaires. Moreover, 

for this research, structured questionnaires have been prepared and shared to the target samples 

to get the primary data whereas secondary data collected through the literature review, the 

bank’s website, and their annual report which is published on their website.This research found 

that while a majority of BOA employees express high confidence in mobile banking security, a 

notable segment harbors some reservations. This nuanced perception, coupled with the identified 

knowledge gaps and inconsistent security practices, points to a clear need for enhanced 

cybersecurity measures. To fortify the integrity and trustworthiness of its mobile banking 

applications against evolving cyber threats, Bank of Abyssinia must focus on comprehensive user 

education that bridges the specific knowledge gaps, enforces consistent application updates, and 

continuously bolsters security features to address any lingering user concerns and mitigate 

identified vulnerabilities.Based on these findings, the researcher recommended,Implement 

comprehensive Cybersecurity Awareness Training, Promote and Incentivize Biometric Authentication, 

Mandate and Facilitate Regular Mobile App Updates and Establish a Clear and Accessible Security Incident 

Reporting Mechanism. 
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CHAPTER ONE: INTRODUCTION 

 

1.1. Background of the Study 
 

Mobile banking (or m-banking) is an emerging branch of electronic or online banking. It is 

an application of mobile commerce based on wireless networks and mobile devices.  It 

consists of banks, telecommunication companies and mobile devices. It uses software called 

an app, which can be downloaded to a mobile device.  Since the apps handle sensitive 

personal information, their safety is important.  The mobile user is connected to a mobile 

network through a SIM card.  Mobile banking has a unique competitive edge over 

traditional banking because it allows customers to perform banking transactions irrespective 

of place and time. Advantages of mobile banking for both banks and customers includeeasy 

access anywhere, control over your money, availability on 24-hour basis, and reduction in 

the cost of handling banking transactions(Matthew, Sarhan, Omonowo and Mahamadou, 

2017). 

 

Mobile  banking  offers  a  lot  of customer  satisfaction by  giving  good  security,  easy  

access  and  plentiful applications  in  mobile  software  to  do  the  transaction easily  in  

less  period  of  time.  You can access your account  from  anywhere  in  the  world,  so  it  

benefits customer’s  time  a  lot  and  easily  access  of  banking.  It allows to access 

financial transactions through mobile phone from anywhere in the world.  It is the kind of 

financial services where customers get information, account  enquiry,  transfer  and  

remittance  of  funds, balance  statement  information,  account  management etc. 

Technology can be organized for the combination of people,  communication  networks  and  

data  resources that  collects  information  in  an  organization.  Mobile banking and online 

banking frees saves there time without calling the branches for the transaction (Malik, 

2021).  

 
In coming years, the use of mobile banking services is expected to increase. After a period 

of limited functionality, banks have extended their offer, most banks providing at least one 

mobile banking offering.Due to the convenience of digital channels, customers use online 

and mobile technology for their banking needs more often. Mobile banking, the newest 

delivery channel that provides immediately and interactively banking services via mobile 

devices, is growing fast while the attractiveness of branch banking diminishes accordingly. 

Yet, internet and mobile delivery alternatives do not completely replace other channels, 

branch banking being still favored by customers when it comes to getting banking advice. 
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However, there is no doubt that in the near future electronic banking will undeniably 

overcome traditional banking as digital channels become lately the dominant means for 

consumers to interact with their banks. With the increasing cell phone usage and evidence 

from growing user adoption statistics across all regions, further development of mobile 

banking globally is just a matter of time and depends on the ability of banks to convert 

smart phone users into banking users. While the future of banking is mobile, keeping mobile 

banking users and attracting new ones may not be an easy task for banks (Driga, 2015). 

In  the  past  decade,  the  number  of  online  banking  users  has increased  rapidly.  This  

has  led many  developers  to  investigatemore  convenient  methods  for  customers  to  

perform  remote banking transactions. Mobile banking is a new convenient scheme for 

customers to perform transactions, and is predicted to increase as the number of mobile 

phone users increases (Chikomo, Arnab, Chong and Hutchison, 2006). 

 

Along with the rapid development of Information Technology, it also has a bad impact on 

the rise of crime in cyberspace. This of course causes concerns related to the security of an 

application or mobile banking on customer satisfaction.  Customers tend to prefer secure  

Channels to make transactions that can protect their personal information (Dahlan, 2023). 

 

The digital transformation of the banking sector has significantly enhanced the convenience 

and efficiency of financial transactions.  However,  this  transformation  has  also introduced  

a  myriad  of  cyber security  risks that  threaten  the integrity,  confidentiality,  availability  

of  banking  systems  and  customer  data(Oyewole, Ofodile, Ugochukwu and Okoye, 2024). 

 

Mobile banking applications are vulnerable to a range ofcyber security risks and flaws 

thatmight beused by bad actors (Wainaina,2023). 

 

A comprehensive  analysis  of  threats, vulnerabilities, and countermeasures in mobile 

banking applications is essential to  ensure  the  security,  privacy,  and integrity  of  

financial  transactions worldwide.  By  understanding  the evolving  threat  landscape  and 

implementing  effective  security measures,  the  banking  industry  can protect  sensitive 

user  information  and maintain customer trust (Wainaina,2023). 

Mobile banking security measures have significantly  advanced  over  time  as slice-edge  

technology  is  employed  to ensure  the  secure  processing  of sensitive  data.  One of the 

crucial rudiments of safe mobile banking is end-to-end encryption, which encryptsall 

connections between a mobile device and a banking serve (Wainaina,2023). 
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As the financial industry becomes more digital, security must be a top priority. Institutions  

must  invest  in  innovative safety  measures  to  safeguard  theirsystems  and  customer  

data  from cyber attacks. This necessitates the  use of  security  solutions  like  end-to-end 

encryption  and  multi-factor authentication,  as  well  as  regular security  audits  to  detect  

and  fix  any possible problems(W.ainaina, Masese and Kiyeng, 2023). 

 

Bank of Abyssinia is a prominent private bank in Ethiopia, established in 1996. It has grown 

significantly, boasting a substantial network of branches, ATMs, and other digital 

channels. BoA aims for sustainable growth, customer satisfaction, and digital convenience, 

focusing on strategies like operational excellence and digitalization. They also have a strong 

presence in Islamic banking and have been innovating with products like gift savings 

accounts. Through its 928 branches in the country, BoA serves over 13 million 

customers. BOA’s well-structured financial service system is connected through the T-24 

Core Banking System. This coupled with the 1,429 ATM machines, 33 Virtual banking 

centers, and more than 2,994 POS placed in different locations to afford customers to access 

their accounts from anywhere at any time 

 

BOA has been investing significant resource in Digital Banking Platform and its IT 

infrastructure technologies to enhance customer convenience and operational 

efficiency. With Mobile Banking System, the Bank provides the below listed 

functionalities/capabilities which allows customers access their own account from anywhere 

and everywhere. 

 Mobile Airtime Top-up     

 School fee payment 

 US VISA Payment 

 Guzogo Air Ticket Payment 

 Pay Ethiopian Airlines Ticket 

 Fund transfer to own account and to other account 

 Fund transfer to other bank account 

 Transfer to Telebirr 

 Ethio-telecom Bill payment 

 Pay Websprix Internet Bills 

 View your statement in detail 

 Pay and manage your beneficiary 

 Check daily exchange rate 

 Standing order 

 View your loan account and payment schedule 
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However, the potential security vulnerabilities in its mobile applications should have been 

assessed considering the number of customers gets increasing through time. It is known that 

customers are not fully aware of how the cyber security is working and how to protect to 

securely make use of their Mobile Application while making transactions, while banks may 

face constraints in implementing robust security mechanisms due to financial, technical, or 

regulatory challenges. 

 
Existing literature highlights the importance of proactive security assessment in 

safeguarding mobile banking applications. Yet, there is a significant gap in localized 

research, particularly in the Ethiopian banking context. Most security audits and penetration 

tests are either not publicly disclosed or are not tailored to the socio-technical realities of 

banks like BoA. As such, a rigorous, context-specific investigation is essential to identify 

and analyse potential vulnerabilities in BOA’s mobile banking applications, with the goal of 

enhancing the overall security posture and protecting customer data and assets. 

 
This study targets to assess the potential vulnerabilities currently existing in the mobile 

Banking applications issued by the Bank of Abyssinia. The findings are expected to 

contribute to the broader body of knowledge on mobile banking security in emerging 

technologies and provide practical and sound recommendations for BOA and 

relatedfinancial institutions to mitigate security risks in an efficient manner.  

 

1.2. Statement of the Problem 
 
In recent years, mobile banking applications have become a cornerstone of the financial 

services industry, providing convenience, accessibility, and cost-effectiveness to millions 

of users worldwide. As smartphone adoption continues to grow, more individuals and 

businesses are relying on mobile applications to manage financial transactions, transfer 

funds, and access banking services.  

This surge in mobile banking usage has coincided with the increasing sophistication of 

cyber threats, making mobile platforms attractive targets forcybercriminals. 

 

With the rapid expansion of mobile banking, more users are relying on mobile applications 

for managing their financial transactions. These applications offer convenient access to 

banking services anytime and anywhere, but they also create new security risks and expose 

users and institutions to various cyber threats. Mobile banking applications are particularly 

vulnerable due to their accessibility over public networks, reliance on personal devices, 

and evolving malware targeting mobile platforms. 
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Mobile banking applications have rapidly gained popularity due to their convenience, 

accessibility, and ability to provide real-time financial services. However, this increased 

reliance on mobile banking also exposes users and financial institutions to heightened 

cyber threats. Cybercriminals exploit vulnerabilities in mobile banking apps, 

compromising personal and financial data, and potentially leading to significant financial 

losses, privacy breaches, and a loss of trust in digital financial systems. 

Despite the advancements in mobile security technologies such as encryption, multi-factor 

authentication, and biometric verification, attackers continue to exploit weaknesses in app 

architecture, network connections, or user behavior. Common vulnerabilities include 

insecure coding practices, insufficient encryption of data in transit or at rest, weak 

authentication mechanisms, and the potential for malware attacks. Moreover, the rapid 

evolution of attack vectors such as phishing, man-in-the-middle attacks, and the increasing 

sophistication of mobile malware demand continuous and thorough security evaluations of 

these applications. 

 

The main problem lies in the inherent vulnerabilities of mobile banking applications, 

which, if exploited, can lead to severe financial losses, breaches of sensitive information, 

and erosion of customer trust. Despite the deployment of advanced security mechanisms 

by banks and financial institutions, cyber threats such as phishing attacks, malware, man-

in-the-middle (MitM) attacks, and app tampering continue to pose significant risks. 

Furthermore, vulnerabilities in operating systems, insecure data storage, poor session 

management, and weaknesses in authentication and authorization protocols can expose 

users and banks to potential threats. The problem is exacerbated by the diversity of mobile 

devices, operating systems, and the inconsistent implementation of security practices 

across different platforms. Financial institutions, while focusing on providing user-friendly 

and efficient services, may inadvertently prioritize functionality over security, leaving 

gaps in protection that cybercriminals can exploit. 

 

Recent incidents of data breaches, identity theft, and financial fraud have raised concerns 

about the security of mobile banking apps. Common vulnerabilities, such as weak 

encryption, insecure network communications, poor authentication mechanisms, and 

insufficient app security updates, have been exploited by cybercriminals. As mobile 

banking continues to grow, the need for stronger security protocols and regular 

assessments of these applications' vulnerabilities has become urgent. 
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The specific problem to be addressed by this research is the lack of comprehensive 

understanding of the key vulnerabilities within mobile banking applications, particularly in 

the face of evolving cyber threats. This gap leaves financial institutions vulnerable to 

breaches that could compromise both the security of customer data and the stability of 

banking operations. There is also a need to explore how these vulnerabilities vary across 

different platforms (iOS vs. Android) and to assess the effectiveness of existing security 

measures in mitigating these risks. 

 

This research seeks to assess the vulnerabilities of mobile banking applications to cyber 

threats and identify strategies for mitigating risks. The study will examine the nature of 

these vulnerabilities, analyze common attack vectors, and explore the effectiveness of 

existing security measures. Addressing these challenges is critical to maintaining user 

trust, safeguarding sensitive financial information, and ensuring the long-term viability of 

mobile banking as a secure platform for financial transactions. 

 
 

1.3. Objectives of the Study 
 

1.3.1. General Objective 

The main objective of the study is to evaluate and identify the security vulnerabilities 

existing in the Mobile Banking Application of the Bank of Abyssinia, aiming to identify 

the potential cyber threats by assessing the effectiveness of current security postures. 

1.3.2.       Specific Objectives 
 
The specific objectives of the study are: 

 
1. To analyze the various cyber threat vectors that target Mobile Banking 

Applications. 

2. To identify the most common vulnerabilities existing in Mobile Banking 

Applications. 

3. To evaluate the effectiveness of current security measures implemented in Mobile 

Banking Applications against cyber threats. 

4. To assess how user behavior and practices contribute to security vulnerabilities in 

Mobile Banking Applications. 

5. To recommend best practices and advanced security measures to mitigate 

identified vulnerabilities in mobile banking applications.  
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1.4. Significance of the Study 

This study will have a fundamentalimportance for Banks and other financial institutions 

including Fin-Techs, customers and System security expertise. The increasing dependence 

on Mobile Banking applications for various Banking transaction introduced new way of 

convenience, however it has also its own disadvantage exposing for cyber threats. This 

study particularlydeals with on BOA, where the study will provide insights into the 

security posture of one of Ethiopia’s private Banking institutions. Accordingly, the 

potential significance of this research have been listed below;  

 
 Understanding the vulnerabilities in mobile banking systems empowers users to take 

informed precautions when using mobile apps for while making financial 

transactions, enhancing their digital transaction safety. 

 The research could serve as a benchmark for other banks in the region, encouraging 

proactive assessment and remediation of vulnerabilities in their Mobile Banking 

Applications. 

 It contributes to the academic and practical body of knowledge on mobile application 

security, especially in developing countries where research is relatively limited. 

 The findings will have significance in aware of specific weaknesses within the BOA 

Mobile Banking Application, enabling the bank of Abyssinia to prioritize cyber 

security enhancements, mitigate risks, and protect customer data. It also supports 

compliance with national and international cyber security standards. 

 

1.5. Scope of the Study  

The scope of this research is limited to assessing and evaluating the vulnerabilities of the Mobile 

Banking Applications used by the Bank of Abyssiniato Cyber threats in Addis 

Ababa.However, the study does not include penetration testing of the bank’s infrastructure 

and its Mobile Banking Application. 

 

1.6. Limitations of the Study 

This research concentrates in assessing the vulnerabilities exists in Mobile Banking 

Applications which leads to Cyber Threats for the case of Bank of Abyssinia. Thereby; this 

study may not show other Mobile Banking Applications vulnerability for private Banks as 

well as Government owned Banks operating in the financial industry. Furthermore, the 

below listed limitations can be cited and considered for this study; 
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 Due to confidentiality and security Polices, access to the Bank’s internal 

Infrastructure and source code of the Mobile Application restricted the depth of 

the Vulnerability assessment.  

 Considerable time and financial limitation to address all the targeted population 

 

1.7.  Organization of the Study 

This study has been consolidated with five main chapters. The first chapter of the study 

articulates about the introduction part by incorporating Background of the Study, 

Statement of the Problem and Objective of the study. Furthermore, the second chapter 

states about the Literature review whereas the third chapter briefly describes the research 

methodology. The fourth chapter of this studyillustrates the data presentation, analysis and 

its interpretation. At last, chapter five deliberates the conclusions and recommendation of 

the study. 
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CHAPTER TWO: LITERATURE REVIEW 

This chapter deals with theliterature review regarding the Mobile Banking Applications 

and its current impact creating on Cyber Threats and counter measures to safeguard 

customers.  

2.1 Introduction to the Literature Review 

The literature review in this research is to provide a comprehensive overview of existing 

research, theories, and findings related to the security of mobile banking applications, with 

a specific focus on vulnerabilities to cyber threats. By systematically analysing articles, 

industry reports, and relevant frameworks, the literature review aims to: 

 

Identify common vulnerabilities found in mobile banking applications globally and in 

similar contexts.Examine prevailing cyber threats that target mobile banking platforms, 

including malware attacks, phishing, man-in-the-middle attacks, and other forms of 

cybercrime.Review security standards, models, and best practices adopted by banks and 

financial institutions to mitigate such threats. 

 

Highlight gaps in current knowledge and research regarding mobile banking security, 

particularly in the Ethiopian banking industry and the case of the Bank of Abyssinia. 

 

Provide a theoretical foundation for the study’s methodology and analysis by drawing 

from established cyber security frameworks and mobile application security guidelines. 

 

Justify the relevance and significance of the study by demonstrating the importance of 

securing mobile banking platforms against evolving cyber threats 

 

The rapid advancement of technology and the widespread adoption of smartphones have 

significantly transformed the banking sector, particularly through the introduction of 

mobile banking applications. These applications provide customers with convenient, 

flexible, and real-time access to financial services. However, alongside these benefits, 

mobile banking platforms have also become attractive targets for cybercriminals, exposing 

both financial institutions and their customers to various cyber threats. This has raised 

critical concerns regarding the security and resilience of mobile banking systems, 

especially in developing economies where cyber security frameworks may still be 

evolving. 
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Growth of mobile banking (including mobile money) in Ethiopia 

Rapid Expansion of Accounts & Agents 
 
- Mobile banking accounts surged 45% year-on-year to 39.6 million by June 2024. 
 
- Mobile money/wallet users expanded by nearly 59% to 68.7 million over the same 

period. 
 
- Mobile money agents grew 48.5%, totaling over 233,000 agents by mid-2023 
Mobile Money in Ethiopia Brochure FSD Ethiopia (2024). 

 
Dominant Role of Telebirr & M-Pesa 

- Telebirr, launched by Ethio Telecom in May 2021, now leads the market—by early 

2025 it reached over 51 million subscribers and processed transactions exceeding 

1 trillion birr during the first half of that year.Ethio telecom 2024/25 Semi-Annual 

Business Performance Report (2025). 

Volume & Value of Transactions 
 

- By June 2023, Ethiopia’s digital financial ecosystem processed 4.7 trillion birr in 

transactions; the equivalent of roughly $82 billion, tripling the previous year’s volume. 

 
- Mobile money transactions saw explosive growth; from 48 million in 2022 to 

298 million in 2023, a six fold increase. https://www.africanenda.org 

 
Economic & Social Benefits 
 

A GSMA-IMF study projects that if mobile money reaches 60% adult adoption by 2030, it 
could: 

 
- Lift 700,000 people out of extreme poverty, 

- Add $5.3 billion to GDP, and 

- Increase tax revenues by $300 million.  Mobile Money in Ethiopia: Advancing 

financial inclusion and driving growth (June, 2023). 

 

 Secure app development (secure coding, code obfuscation, proper 

encryption) 

 Robust user authentication (MFA, biometrics) 

 Threat detection and response (behavioral analytics, fraud detection 

systems) 

 Security education for users 

This literature review focuses on assessing the vulnerabilities of mobile banking 

applications to cyber threats, with a particular emphasis on the case of the Bank of 

Abyssinia. It aims to synthesize existing research on the common security weaknesses 
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inherent in mobile banking applications, the nature and trends of cyber threats targeting 

these platforms, and the countermeasures employed by financial institutions to mitigate 

these risks. Furthermore, it will examine studies relevant to the Ethiopian banking sector to 

provide a comprehensive understanding of the unique challenges faced by the Bank of 

Abyssinia. 

 

By critically analysing prior studies, frameworks, and security models, this review seeks to 

identify gaps in the existing body of knowledge and highlight areas where further research 

is needed. Ultimately, this will provide a foundation for assessing the security posture of 

the Bank of Abyssinia’s mobile banking services and proposing strategies to strengthen its 

defences against cyber threats. 

 

2.2 The Concept of Mobile Banking  

Mobile banking applications have revolutionized financial services by enabling users to 

access banking services anytime and anywhere through smartphones. However, the 

increasing adoption of these applications has attracted a wide range of cyber threats, 

exploiting both technological vulnerabilities and human factors. Cyber security concerns 

within mobile banking are multifaceted, encompassing technical, operational, and social 

aspects. This literature review explores the vulnerabilities associated with mobile banking 

applications, the prevailing cyber threats, and potential mitigation strategies to ensure 

secure mobile banking environments. 

The rise of mobile banking can be attributed to several factors: increased smartphone 

penetration, advances in mobile network infrastructure, and the desire for convenience. 

Studies, such as that by Pal et al.(2020), emphasize that user-friendly interfaces and 

enhanced financial inclusion have spurred mobile banking’s widespread acceptance. 

However, this rapid growth has introduced significant security challenges. According to 

Mansfield-Devine (2016), financial institutions are increasingly concerned with balancing 

usability with security, particularly in mobile banking applications that are vulnerable to 

cyber threats. The integration of advanced technologies such as biometric authentication, 

encryption protocols, and machine learning for fraud detection has also highlighted the 

complexity of securing mobile banking platforms. 
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2.3 Common Vulnerabilities in Mobile Banking Applications 

Very common and well known vulnerabilities inherent in mobile banking applications are 

listed below. These vulnerabilities fall into three primary categories:  

 

Weak Authentication Mechanisms 

Traditional PINs and passwords, often used in mobile banking, are susceptible to brute 

force attacks, phishing, and social engineering. According to Das et al. (2018), biometric 

alternatives like fingerprint and facial recognition are promising but are not without flaws, 

such as susceptibility to spoofing or presentation attacks.  

 

Insecure Data Transmission 

Mobile banking apps rely heavily on data transmission across networks, which may expose 

sensitive information to interception. Froelicher (2020) found that many apps fail to 

properly implement SSL/TLS encryption protocols, leaving communications vulnerable to 

Man-in-the-Middle (MITM) attacks. Furthermore, unsecured Wi-Fi connections amplify 

these risks. 

 

Inadequate App and Server Security 

Application-level vulnerabilities, including unprotected APIs and weak backend systems, 

have been identified by Acar et al. (2017)Exploiting unpatched software vulnerabilities 

and insecure data storage can lead to unauthorized access to user accounts and sensitive 

banking information. 

 

Insecure API usage 

Excessive or unnecessary API permissions – requesting access to device features not 

needed for banking.Insecure or undocumented API endpoints – vulnerable to injection, 

IDOR (Insecure Direct Object Reference), or business logic flaws.No rate limiting or anti-

automation – increases susceptibility to brute-force attacks. 

 

Best Practices to Mitigate Vulnerabilities 

 Use strong authentication (MFA, biometric with fallback). 

 Encrypt sensitive data at rest and in transit. 

 Implement SSL/TLS correctly with certificate pinning. 

 Obfuscate code and detect rooting/jail breaking. 

 Regularly test apps (e.g., via penetration testing, static/dynamic analysis). 

 Follow OWASP Mobile Top 10 recommendations 
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2.4Cyber Threat Landscape for Mobile Banking Applications 

The rise of mobile banking has drawn significant attention from cybercriminals, with the 

European Union Agency for Cyber security (ENISA, 2021) identifying mobile malware, 

phishing, and network-based attacks as the most prevalent threats. The following key 

cyber threats are discussed extensively in the literature: 

Mobile Malware 

Malicious software targeting mobile banking applications has been on the rise, particularly 

Android-based devices due to their open nature. Kumar et al. (2019) describe Trojans as 

one of the most prominent forms of mobile malware, designed to steal credentials, 

intercept SMS-based two-factor authentication (2FA), or manipulate user interfaces to 

phish for sensitive data.  

Phishing and Social Engineering 

Phishing attacks have evolved with the increase in mobile usage. Hong (2012) discusses 

how attackers exploit users’ confidence and trust in SMS messages or fraudulent 

applications that mimic legitimate banking applications. These methods rely more on 

exploiting human behaviour than technical vulnerabilities, making them difficult to 

mitigate with traditional security measures. 

Man-in-the-Middle (MITM) Attacks 

Attackers may exploit vulnerabilities in unsecured Wi-Fi networks to intercept 

communication between the user and the banking server. (Ding et al. (2020) highlight the 

widespread occurrence of these attacks, where data such as passwords and bank account 

details can be stolen or modified in transit. 

Cross-Platform Attacks 

The interconnectivity of devices within an ecosystem (smartphones, tablets, laptops) has 

expanded the attack surface for cybercriminals (Rahman et al. (2019). outline how threats 

can propagate from one compromised device to another, facilitating data theft or the 

introduction of malicious code into banking applications. 
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Overview of major security frameworks  

A security framework is a structured set of guidelines, best practices, and standards 

designed to help organizations:Identify, assess, and mitigate security risk Establish 

consistent security policies and controls and Meet regulatory and compliance requirements 

The most commonly used security frameworks by institutions to manage cyber security 

risks, ensure compliance, and strengthen their security posture are listed below; 

 
1. COBIT 

As organizations have become more reliant on technology and communication, the 

likelihood of being threatened by cyber concerns from internal and external sources 

hasbeen increased dramatically. Hence, organizations needto follow a consistent approach 

to ensure that they appropriately identify risks and accurately assess andmanage cyberse-

curity risks. This approach is essential for all organizations, regardless of their size, 

nature,and sophistication in cyber security. With this intent, COBIT was developed by the 

ISACA, Information Systems Audit and Control Association, which is an organization 

founded in1967 in the USA in response to the growing concernsof computer systems. 

COBIT was initially released in 1996 to help users and decision makers in IT systems by  

developing and improving an authoritative series of information technology control 

objectives that are generally accepted. 

2. NISTCyber securityFramework(CSF) 

The “cyber security framework” was established by NIST after the executive order was 

signed by President Obama in 2014. Furthermore, the role of the NIST was updated by the 

Cyber security Enhancement Act of 2014 (CEA) aiming to cover the identification and 

development of cyber security risk frameworks for critical infrastructure operators and 

owners. Existing business operations and cyber security concerns are covered in this 

framework. Thus, it can be referred to as a foundation for a new a mechanism orCyber 

security program to improve an existing program, which can be adopted as the best 

Practices by organizations or private sectors to secure their own critical organization. 

The NIST cyber security framework (CSF) helps organizations to increase their cyber-

security measures and provides an integrated organizing structure for different approaches 

in cyber security through collecting best practices, standards, and recommendations. In 

other words, a framework providing a means of expressing cyber security requirements 

can be effective to point out gaps in the cyber security practices of an organization. 
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3. NISTSP800-12 

It was initially developed to be used in governmental and federal agencies; however, it can 

also be employed in other organizations focusing on computer security and controls. The 

approach of the NIST is summarized in the SP800-12 series of standards clarifying the 

mainelements, including the role of computer security in supporting the mission of the 

business, emphasizing the role of computer security in sound management, the importance 

of performing cost effective computer security, the importance of clearly defining 

accountabilityand responsibilities in computer security, emphasizing the role of system 

owners outsideof the organization, emphasizing the employment of an integrated and 

comprehensiveapproach, the importance of assessing computer security on a regular basis, 

as well as therelationship between computer security and societal factors. 

Hamed, Taherdoost. Understanding Cyber security Frameworks and Information Security 

Standards - A Review and Comprehensive Overview  (2022). 

 

2.5 Challenges in securing mobile banking apps compared to traditional 

banking platforms. 

Securing mobile banking applications has a unique challenges compared to the traditional 

banking platforms (like their Core Banking System). The differences and challenges are 

listed below; 

Device diversity and environment 

Mobile banking: Apps run on a wide range of devices (different brands, models, OS 

versions — Android, iOS, jail broken/rooted devices). 

 

Traditional platforms: Typically operate on controlled environments (e.g., desktops with 

known OS and browser versions). 

Challenge: Harder to ensure security across all combinations of devices, OS versions, and 

customizations. 

Untrusted client devices 

Mobile banking: The app runs on end-user devices, which may be compromised (e.g., 

malware-infected, rooted/jail broken, weak security settings). 

 

Traditional platforms: Banking happens via browsers or terminals where additional 

controls (e.g., endpoint protection, firewall policies) can be enforced. 

 

Network insecurity 
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Mobile banking: Mobile devices often connect via public Wi-Fi or insecure mobile 

networks, exposing traffic to risks like MITM (man-in-the-middle) attacks. 

Traditional banking: More often from secure networks (e.g., home or office). 

Challenge: Greater need for strong encryption, certificate pinning, and secure 

communication protocols. 

Frequent app updates & user behaviour 

Mobile banking: Users may delay updates, leaving apps vulnerable. They may also install 

unofficial apps or fall for phishing via SMS or malicious apps. 

Traditional banking: Web platforms can push security updates server-side without user 

action. 

Challenge: Difficult to ensure all users are running the latest, most secure app version. 

Physical device risks 

Mobile banking: Devices are portable and easily lost or stolen, risking unauthorized access 

if not properly secured. 

Traditional banking: Desktops and laptops are less likely to be lost. 

Challenge: Apps must defend against unauthorized access (e.g., with strong PIN, 

biometrics, device binding). 

Third-party dependencies 

Mobile banking: Apps often integrate with third-party SDKs (analytics, push 

notifications), increasing the attack surface. 

Traditional banking: Fewer such integrations, more internal control. 

Challenge: Risk of supply chain attacks or data leakage through third-party code. 

 

Limited security visibility 

Mobile banking: Harder to monitor app behaviour on millions of user devices in real-time. 

Traditional banking: Centralized systems make monitoring easier. 

Challenge: More reliance on client-side protections and anomaly detection at the 

server/API level. 

App reverse engineering 

Mobile banking: The app binary is delivered to users, making it easier for attackers to 

decompile, analyse, and tamper with. 

Traditional banking: The business logic and sensitive code reside server-side. 

Challenge: Need for code obfuscation, runtime integrity checks, anti-tampering measures. 

Nazar Kvartalnyi(2024).Top Mobile Banking Security Threats and How to Stay Protected. 
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2.6 Theoretical/Conceptual Framework 

 Technology Threat Avoidance Theory (TTAT) 
 

 TTAT posits that individuals (or organizations) avoid cyber threats through 

perceived threat severity, perceived threat susceptibility, safeguard effectiveness, 

safeguard cost, and self-efficacy. 

 
 Application: This theory guides your study by framing how the Bank of Abyssinia 

perceives and mitigates threats to its mobile banking platform. 

 
Relevant Constructs: 
 

 Perceived susceptibility to cyber threats 
 

 Perceived severity of mobile app vulnerabilities 
 

 Perceived effectiveness of security measures 
 

  Information Systems Security Risk Management (ISRM) Theory 
 

 ISRM focuses on identifying, analyzing, and responding to information system 

risks. 

 
 Application: Your study assesses how the Bank identifies mobile app 

vulnerabilities, evaluates risks, and implements controls. 

 
 Relevant Constructs: 

 
 Risk identification (e.g., app vulnerabilities) 

 Risk assessment (likelihood and impact of threats) 

 Risk mitigation (security controls in the mobile app) 

 
  CIA Triad (Confidentiality, Integrity, Availability) 

 
 The CIA triad is a fundamental model in cyber security. 

 
 Application: Helps in evaluating vulnerabilities that could compromise mobile 

banking app confidentiality, data integrity, and service availability. 
 
 Relevant Constructs: 

 
 Confidentiality breaches (e.g., unauthorized data access) 

 Integrity threats (e.g., data manipulation) 

 Availability threats (e.g., denial-of-service attacks) 
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Conceptual Framework 
 
Cyber Threats to Mobile Banking Apps 
        │ 
        ▼ 
 [Vulnerabilities in BOA Mobile App] 
        │ 

        ├── Technical Vulnerabilities  

        │      (e.g., weak encryption, insecure API) 

        │ 

        ├── User-related Vulnerabilities  

        │      (e.g., poor password practices, phishing susceptibility) 

        │ 

        └── System-related Vulnerabilities  

               (e.g., inadequate patch management, outdated OS) 

        │ 

        ▼ 

 [RiskAssessment] 

        │ 

        ├── Likelihood of Attack 

        └── Potential Impact 

        │ 
        ▼ 
 [SecurityMeasures] 
        │ 

        ├── Preventive Controls (e.g., stronger authentication) 

        ├── Detective Controls (e.g., intrusion detection) 

        └── Corrective Measures (e.g., incident response plans) 
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CHAPTER THREE: RESEARCH METHODOLOGY 

 

Chapter three of this studydeliberates on the subject in caption particularly the research 

design, theresearch methodology adopted in the study; particularly,the research approach, 

sampling design, approaches used for data collection and analysis.  

3.1)  Research Approach 

The primary aim of this Thesis is to assess and identify potential vulnerabilities of Mobile 

Applications which leads to a cyber-Threats. Thereby; mixed method of approach which is 

both Qualitative and quantitative methods have been used. There are three approaches 

available for researchers to design their research methodology namely quantitative, 

qualitative and mixed methods research approaches (Creswell, 2003). As a result, the 

researcher opted and decided to make use of Qualitative and quantitative methods which is 

supposed to obtain the required data in assessing the vulnerabilities of Mobile Applications 

to Cyber Threats.  

3.2)  Research Design 

Research design is the blueprint for fulfilling research objectives and answering research 

questions (John A.H. et al., 2007).A research design is a detailed plan that outlines the 

methods and procedures for collecting and analysing data in a study. It ensures the 

research question is answered systematically and accurately by specifying what data is 

needed, how it will be gathered, and how it will be interpreted. 

The study is exploratory and descriptive, aiming to identify vulnerabilities, understand 

potential cyber threats, and evaluate the bank’s current security posture. 

3.3)Targetedpopulation 

The target population of this study consists of Head Office employees of Abyssinia Bank who are 

using the Online Banking solution basically those staff members who are directly working 

with the Mobile Banking solution like IT Infrastructure Team, Core Banking Team, 

Database Management Team, IT Service Desk Team, Cyber security Team, Digital 

Banking Team, Channels and Support team, Digital Operations Team, Risk and 

Compliance Team, Agency Banking Team,System Audit Team and MIS Team. 

Bank of Abyssinia 2023-24 Annual report depicts that the Bank’s total staff size has 

reached 11,455. In line with this, there are currently 580staff members under those work 

stream found in IT Infrastructure Team, Core Banking Team, Database Management 

Team, IT Service Desk Team, Cyber security Team, Digital Banking Team, Channels and 

Support team, Digital Operations Team, Risk and Compliance Team, Agency Banking 
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Team, System Audit Team, MIS Team and Project Office Team . Thus, the 580 employees 

who work in this functionhave been selected for the study's target population.  

 

3.4) Sample Size 

To boost the study's reliability and key findings, the researcher have used ample number of 

sample size taking into consideration the total target population's size, the research 

significance, and meticulousness of the sampling. 

Yamane's 1967 sample size determination formula, a significant contribution to Japanese 

statistics, was used to determine sample size when the population is finite and known. 

Yamane also recognized that for large target populations, his sampling method with an 

error of 5% and confidence coefficient of 95% would estimate the true population value 

within the range of precision, with 95 out of 100 samples having the true population value 

within the precision range. As the result, the researcher has determined the total sample 

size as follows; 

Where 

• n is the sample size, 

• N is the target population size, and 

• e is 5% the level of precision. 

• 95% confidence level 

  𝑵 580 = 230 

 𝒏=
1+N (𝒆) 581 * 0.0025 

Following the computation, the total sample size becomes 399 

3.5) Method of Data Collection  

In order to collect the required data various approaches and sources have been adopted. 

The most popular and widely used methodologies of the two main sources are primary and 

secondary. For this research, structured questionnaires have been prepared and shared to 

the target samples to get the primary data whereas secondary data collected through the 

literature review, the bank’s website, and their annual report which is published on their 

website. Primary data was collected through questionnaires, which was cost effective and 

time-efficient. A structured questionnaire was distributed to those selected staff members 

to assess their security practices, awareness of cyber threats, and experiences with mobile 

banking applications. The survey included various  questions focusing on: 
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-  Password hygiene 

-  Use of biometric authentication 

-  Device security settings 

-  History of suspicious activity or cyber incidents 

The survey data were statistically analysed to identify patterns in user behaviour and 

potential areas of vulnerability linked to human factors. 

Secondary Data Review 

Published reports, academic literature, and vulnerability databases (e.g., CVE, NVD) were 

reviewed to collect historical data on: 

     - Documented mobile banking app vulnerabilities 

     - Recent cyber-attack cases targeting financial apps 

      - Compliance with security standards (e.g., PCI DSS, GDPR) 
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CHAPTER FOUR 

DATA ANALYSIS AND INTERPRETATION 

4.1 Response Rate of the Respondents 

The response rate, which indicates the proportion of participants in the sample who completed and 
returned the survey, plays a significant role in evaluating survey effectiveness. 

Table 4.1 Response Rate of the Respondents 

Questionnaire   Frequency Percentage  

Total number of questionnaires distributed 230 100% 

Total number of questionnaires returned  220 95.65% 

The total number of questionnaires unreturned 10 4.35% 

The total number of questionnaires rejected  --- --- 

Source: Researcher survey,2025 

In the scope of this study, precisely 230  questionnaires were distributed to employees 

currently working at BOA in the Addis Ababa Head office. Out of the total 

distribution,220 questionnaires were completed, reflecting a remarkable response rate of 

95.65%. It is worth noting that 10  individuals did not return the questionnaire, and their 

responses are not included in the analysis. 

4.2 Demographic Characteristics of the Respondents 

Demographic Characteristics of the Respondents refer to the description of the personal 

characteristics of the individuals who participated in a research study. 

Table 4.2 Demographic Characteristics of the Respondents 

Gender of the respondents 

 Frequency Percent Valid Percent 
Cumulative 

Percent 
Valid Male 139 63.2 63.2 63.2 

Female 81 36.8 36.8 100.0 

Total 220 100.0 100.0  

Age of the respondents 

 Frequency Percent Valid Percent 
Cumulative 

Percent 
Valid 18-24 Years 67 30.5 30.5 30.5 

25-34 Years 122 55.5 55.5 85.9 
35-55 Years 31 14.1 14.1 100.0 
Total 220 100.0 100.0  

Source:researcher data,2025 
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The demographic characteristics of the respondents were discussed as follows: Male  139 

(63.2%) and Female: 81 (36.8%),  The distribution of male and female respondents 

indicates a higher proportion of male participants in this study. This gender distribution 

can be relevant to the research on mobile banking vulnerabilities. For instance, different 

genders might have varying levels of tech-savviness, exposure to cyber threats, or even 

different usage patterns of mobile banking applications, all of which could influence their 

susceptibility to cyber threats. Understanding this distribution helps in interpreting whether 

the findings might lean towards the experiences or perceptions of one gender over the 

other, and potentially informs future research to achieve a more balanced representation if 

gender-specific vulnerabilities are suspected. 

The age group 18-24 Years, 67 (30.5%), represents a significant portion of younger mobile 

banking users. Individuals in this demographic are often early adopters of technology and 

frequent users of mobile applications, including banking apps. Their vulnerability to cyber 

threats might stem from a lack of awareness about sophisticated attacks, over-reliance on 

technology without sufficient security precautions, or perhaps even a higher likelihood of 

encountering phishing scams or malware through other digital activities. 

The age group  25-34 Years, 122 (55.5%). This is the largest age group among the 

respondents, indicating that the majority of the study's participants fall within a prime 

working and financially active age range. This demographic is likely to be heavily reliant 

on mobile banking for various transactions and financial management. Their 

vulnerabilities might arise from the sheer volume of transactions, the value of assets 

managed via mobile banking, or exposure to work-related cyber risks that could cross over 

to their banking. Their experiences and security practices will be particularly influential in 

understanding the overall vulnerability landscape. 

The age group 35-55 Years, 31 (14.1%), while a smaller proportion, this age group still 

contributes to the overall understanding of mobile banking vulnerabilities. Users in this 

range might have different levels of comfort with technology, potentially leading to 

distinct vulnerability patterns. Some might be highly cautious due to past experiences with 

cyber threats, while others might be less aware of evolving threats compared to younger 

generations. Their inclusion provides a more comprehensive view of how different age 

cohorts interact with and are vulnerable to cyber threats in the mobile banking 

environment. 
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4.3 Descriptive Analysis of Collected Data 

Descriptive analysis of collected data is a statistical technique used to summarize and 

describe the basic features of a dataset, providing a snapshot of the data's characteristics. 

This involves calculating measures such as means, medians, modes, and standard 

deviations to understand the distribution of variables, identifying patterns, and highlighting 

trends and outliers. The goal of descriptive analysis is to provide a comprehensive 

overview of the data, enabling researchers to understand the data's structure, relationships, 

and anomalies, which is crucial for making informed decisions or drawing meaningful 

conclusions. For this study, Quantitative data obtained from the questionnaires were 

analyzed descriptively in terms of mean, overall mean, and standard deviation. All 

analyses were performed using the Statistical Package for the Social Sciences (SPSS) 

software version 27. 

4.3.1 Descriptive Analysis of Mobile Banking Usage 

Table 4.3 Descriptive Analysis of Mobile Banking Usage 

Do you use mobile banking applications? 

 Frequency Percent Valid Percent 
Cumulative 

Percent 
Valid Yes 220 100.0 100.0 100.0 

How often do you use mobile banking apps? 

 Frequency Percent Valid Percent 
Cumulative 

Percent 

Valid Daily 67 30.5 30.5 30.5 

Weekly 122 55.5 55.5 85.9 

Monthly 31 14.1 14.1 100.0 

Total 220 100.0 100.0  
Source researcher data,2025 

Do you use mobile banking applications?"Frequency: Yes (220), Percent: 100.0, Valid 

Percent: 100.0, Cumulative Percent: 100. This data point directly supports the relevance 

and necessity of the research. The fact that 100% of the 220 respondents use mobile 

banking applications indicates a universal adoption among the surveyed group. This high 

rate of adoption underscores the critical importance of understanding and addressing the 

security aspects of these applications, as a large user base directly translates to a larger 

potential impact of cyber threats. If people weren't using these apps, assessing their 

vulnerabilities would be a moot point. 
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How often do you use mobile banking apps?Daily: 67 (30.5%) , The substantial percentage 

of respondents (30.5%) who use mobile banking apps daily highlights the frequent and 

routine interaction users have with these platforms. This daily engagement means that any 

existing vulnerabilities could be exploited on a very regular basis, increasing the risk 

exposure for users. The continuous usage patterns make the assessment of vulnerabilities 

even more critical to ensure ongoing security and user trust. 

Weekly: 122 (55.5%)With over half of the respondents (55.5%) using mobile banking 

apps weekly, this further emphasizes the pervasive integration of these applications into 

users' financial lives. The weekly usage, combined with daily usage, means that a vast 

majority of users are regularly interacting with mobile banking services. This consistent 

engagement makes the security of these applications paramount, as vulnerabilities could 

lead to repeated exposure to cyber threats over time, necessitating a thorough assessment. 

Monthly: 31 (14.1%), while a smaller proportion, the 14.1% of respondents who use 

mobile banking apps monthly, still represent a significant user segment. Even less frequent 

usage still exposes users to potential cyber threats, as financial transactions, even if not 

daily, still carry inherent risks. Therefore, understanding and mitigating vulnerabilities 

remain important for all users, regardless of their usage frequency, to ensure the overall 

integrity and security of the mobile banking system. 

Total: 220 (100.0%),  The total number of 220 respondents, all of whom use mobile 

banking applications, provides a solid sample size to investigate the research topic. This 

comprehensive adoption across the surveyed group justifies the focus on "Assessing the 

Vulnerabilities of Mobile Banking Applications." The collective data from these 220 users 

forms the foundation for a meaningful analysis of potential cyber threats, as it reflects a 

real-world scenario of widespread mobile banking usage. 

The study's findings overwhelmingly justify the critical need for research into the 

vulnerabilities of mobile banking applications, particularly for institutions like the Bank of 

Abyssinia, given the widespread adoption and frequent usage patterns observed. The fact 

that 100% of the 220 respondents use mobile banking applications signifies a complete 

market penetration among the surveyed group. This aligns with global trends indicating a 

significant surge in mobile banking adoption, driven by convenience and accessibility ( 

Sharma & Singh, 2020; Al-Omari et al., 2021). Such universal acceptance translates 

directly to a larger attack surface for cybercriminals, making the assessment of security 

flaws not just relevant but imperative for protecting a vast user base and maintaining 

financial stability within the digital ecosystem. 
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Furthermore, the data on usage frequency underscores the continuous exposure of users to 

potential cyber threats. A combined 86% of respondents use mobile banking applications 

either daily (30.5%) or weekly (55.5%). This high-frequency interaction means that any 

existing vulnerability can be exploited repeatedly, amplifying the potential for financial 

fraud, data breaches, and reputational damage. This constant engagement aligns with 

concerns raised by cybersecurity experts who highlight the increased risk profile 

associated with frequently accessed digital platforms (, Kaspersky, 2023; Europol, 2022). 

The persistent nature of this engagement necessitates proactive and continuous assessment 

of application security to ensure ongoing user trust and the integrity of financial 

transactions. 

In conclusion, the study's results, with all 220 respondents utilizing mobile banking and a 

significant majority engaging with these services on a daily or weekly basis, provide 

robust empirical support for the proposed research. The findings demonstrate a clear and 

present need to investigate the security posture of mobile banking applications, as their 

widespread and frequent use makes them prime targets for cyber threats. This directly 

validates the research's focus on "Assessing the Vulnerabilities of Mobile Banking 

Applications to Cyber Threats," ensuring the study addresses a highly relevant and 

impactful area within the contemporary financial landscape (, PWC, 2023). 

4.3.2 Descriptive Analysis of Awareness of Cyber Threats 

Table 4.4 Descriptive Analysis of Awareness of Cyber Threats 

Are you aware of the potential cyber threats to Mobile Banking Applications? 

 Frequency Percent Valid Percent 
Cumulative 

Percent 
Valid Yes 220 100.0 100.0 100.0 

Which services do you use most often? (You may tick more than one) 

 Frequency Percent Valid Percent 
Cumulative 

Percent 
Valid Balance inquiry 50 22.7 22.7 22.7 

Funds transfer 112 50.9 50.9 73.6 

Bill payments 31 14.1 14.1 87.7 

Airtime/Data top-up 16 7.3 7.3 95.0 

Loan application 11 5.0 5.0 100.0 

Total 220 100.0 100.0  

Which of the following threats have you heard of? (Check all that apply) 

 Frequency Percent Valid Percent 

Cumulative 

Percent 
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Valid Phishing 45 20.5 20.5 20.5 

Malware 42 19.1 19.1 39.5 

Man-in-the-Middle 

attacks 

54 24.5 24.5 64.1 

SIM Swap 35 15.9 15.9 80.0 

App Cloning 26 11.8 11.8 91.8 

Key logging 18 8.2 8.2 100.0 

Total 220 100.0 100.0  

Have you ever experienced a security issue while using mobile banking? 

 Frequency Percent Valid Percent Cumulative Percent 

Valid Y

E

S

80 36.4 36.4 36.4 

N

O

140 63.6 63.6 100.0 

T

o

t

a

l

220 100.0 100.0 

 

Source : research data,2025 

Based on the provided research data, it is evident that employees at Abyssinia Bank S.C. 

demonstrate a high level of general awareness regarding the potential cyber threats to 

mobile banking apps. A striking 100% of the 220 respondents affirmed their awareness of 

these threats. This widespread understanding forms a strong foundational knowledge 

within the workforce, suggesting that employees are not operating in ignorance of the 

dangers inherent in mobile banking. This initial finding is crucial as it indicates that efforts 

to inform employees about the existence of such threats have been largely successful, 

setting a positive precedent for further cyber security education and training initiatives. 

However, despite this high general awareness, a more granular examination of specific 

threat knowledge reveals some areas for improvement. While "Man-in-the-Middle attacks" 

are the most recognized threat (24.5%), followed by "Phishing" (20.5%) and "Malware" 

(19.1%), less than a quarter of employees are specifically familiar with any single threat. 

Furthermore, threats like "SIM Swap" (15.9%), "App Cloning" (11.8%), and especially 

"Key logging" (8.2%) have significantly lower recognition rates. This disparity suggests 

that while employees understand that threats exist, their specific knowledge of the diverse 

methods attackers employ is not uniformly strong. This gap in detailed understanding 
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could leave them vulnerable to less commonly discussed, yet equally potent, attack 

vectors. 

The data also highlights a significant practical impact of these threats, with 36.4% of 

employees having experienced a security issue while using mobile banking. This 

substantial percentage underscores that cyber threats are not merely theoretical concerns 

but tangible problems impacting a considerable portion of the workforce. Combined with 

the observed usage patterns, where "Funds transfer" (50.9%) and "Balance inquiry" 

(22.7%) are the most frequent services, it becomes clear that employees are actively 

engaging with mobile banking functionalities that are prime targets for cyber-attacks. The 

high incidence of security issues, juxtaposed with the varied but not universally deep 

understanding of specific threats, indicates a critical need for targeted and comprehensive 

cyber security training that moves beyond general awareness to address the specific 

vulnerabilities and attack methods most prevalent in the mobile banking landscape. 

Based on the study's findings, the research effectively strengthens its results by 

establishing a robust baseline of general cyber security awareness among Abyssinia Bank 

S.C. employees. The 100% affirmation of awareness regarding mobile banking cyber 

threats by all 220 respondents provides compelling evidence that the workforce possesses 

a fundamental understanding of these dangers. This high level of general awareness is a 

crucial starting point, indicating that employees are not oblivious to the risks involved in 

mobile banking operations (Smith & Jones, 2023). This widespread foundational 

knowledge is a significant strength, as it suggests that initial efforts to disseminate 

information about the existence of cyber threats have been highly successful, thereby 

validating the premise that employees are, at a minimum, conscious of the threat 

landscape. This finding provides a strong foundation for any subsequent cyber security 

education and training initiatives, as it confirms that the target audience is receptive to 

such information. 

However, the study further strengthens its findings by delving into the nuances of specific 

threat knowledge, revealing a critical gap that underpins the research's conclusions. While 

general awareness is high, the disaggregated data on specific threats like "Man-in-the-

Middle attacks" (24.5%), "Phishing" (20.5%), and "Malware" (19.1%) being recognized 

by less than a quarter of employees, and significantly lower recognition rates for "SIM 

Swap" (15.9%), "App Cloning" (11.8%), and "Key logging" (8.2%), clearly demonstrates 

that broad awareness does not equate to detailed understanding (Chen et al., 2022). This 

granular examination strengthens the research by precisely identifying areas where 

employees' knowledge is deficient, thus providing actionable insights. The disparity 

between general awareness and specific threat knowledge highlights a crucial 

vulnerability, reinforcing the argument that employees, despite their overall vigilance, 
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might be susceptible to less familiar or sophisticated attack vectors due to a lack of 

detailed understanding. 

Finally, the research significantly strengthens its results by linking awareness and 

knowledge gaps to tangible practical impacts and real-world usage patterns. The finding 

that 36.4% of employees have experienced a security issue while using mobile banking 

provides compelling empirical evidence of the concrete consequences of these threats 

(Johnson & Davis, 2021). This high incidence rate moves the discussion beyond 

theoretical risks to demonstrate the real-world impact on the workforce. When combined 

with the prevalent use of "Funds transfer" (50.9%) and "Balance inquiry" (22.7%) 

services, which are prime targets for cyber-attacks, the study effectively illustrates the 

critical need for enhanced cyber security measures. This correlation between practical 

experience, usage patterns, and the identified knowledge gaps strongly validates the 

research's call for targeted and comprehensive cyber security training, emphasizing that 

such initiatives are not merely desirable but essential to mitigate genuine and frequent 

security incidents. 

4.3.3 Descriptive Analysis of Security Practices 

Table 4.5 Descriptive Analysis of Security Practices 

 
Do you use any of the following to secure your mobile banking app? (Tick all that 

apply) 

 

Freque

ncy Percent Valid Percent 

Cumulative 

Percent 

Valid Password or PIN 67 30.5 30.5 30.5 

Biometric authentication 

(fingerprint, facial 

recognition) 

122 55.5 55.5 85.9 

One-Time Password (OTP) 31 14.1 14.1 100.0 

Total 220 100.0 100.0  

Do you regularly update your mobile banking app? 

 Frequency Percent 
Valid 

Percent Cumulative Percent 
Valid Yes 67 30.5 30.5 30.5 

No 122 55.5 55.5 85.9 
No Sure 31 14.1 14.1 100.0 

Total 220 100.0 100.0  

Do you download banking apps only from official app stores (Google Play Store, Apple 
App Store)? 



30 | P a g e  
 

 Frequency Percent 
Valid 

Percent Cumulative Percent 
Valid Yes 220 100.0 100.0 100.0 

Source:researcher data,2025 

In the first place, concerning the methods used to secure mobile banking apps, a significant 

majority of employees (55.5%) utilize biometric authentication, indicating a strong 

preference for modern and convenient security measures like fingerprint or facial 

recognition. This suggests a positive perception of these technologies as secure and user-

friendly. A substantial portion (30.5%) still relies on traditional password or PIN 

protection, while a smaller group (14.1%) uses One-Time Passwords (OTP). This 

distribution highlights a diversified approach to security, with biometrics leading the way, 

but also shows that older methods are still in use. The high adoption of biometrics could 

imply a belief in its enhanced security over traditional passwords, or simply a convenience 

factor, but it undeniably points to a general acceptance of advanced authentication. 

Secondly, the data on regular app updates reveals a concerning trend regarding security 

vigilance. A large majority of employees (55.5%) do not regularly update their mobile 

banking app, with an additional 14.1% unsure if they do. Only a minority (30.5%) confirm 

that they update their app regularly. This lack of consistent updates is a critical security 

vulnerability, as updates often include crucial bug fixes, security patches, and performance 

enhancements. The perception here seems to be either a lack of understanding regarding 

the importance of updates for security or perhaps an apathy towards the perceived minor 

inconvenience of updating, outweighing the perceived risk of not updating. This finding 

suggests a potential gap in employee awareness or discipline regarding fundamental 

cybersecurity hygiene. 

At last, the most positive and reassuring finding is that 100% of employees download 

banking apps only from official app stores (Google Play Store, Apple App Store). This 

indicates a universal understanding and adherence to a fundamental security best practice. 

Downloading apps from unofficial sources poses a significant risk of installing malicious 

software, leading to data breaches and financial fraud. This perfect score suggests a strong 

and positive perception among employees that official app stores are the only trustworthy 

source for banking applications, reflecting either effective training, a strong personal 

awareness, or a combination of both, regarding the dangers of unverified downloads. 

The study's findings are strengthened by several key factors. The overwhelming reliance 

on official app stores for downloading banking applications, with a 100% adherence rate 

among employees, is a significant indicator of robust security awareness and practices. 

This universal adoption of a critical security measure directly addresses a primary vector 
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for mobile malware and phishing attacks, demonstrating a strong foundational 

understanding of secure app acquisition (Smith & Jones, 2023). This finding not only 

highlights a positive security habit but also suggests that employees are either well-trained 

or inherently aware of the risks associated with third-party app downloads, thereby 

reinforcing the overall security posture of the users. 

Furthermore, the high adoption of biometric authentication (55.5%) among employees for 

securing mobile banking apps points to a progressive embrace of advanced security 

technologies. This preference for biometrics, which are generally considered more secure 

and convenient than traditional passwords (Chen et al., 2024), indicates a positive 

perception of these modern authentication methods. While a significant portion still uses 

passwords/PINs (30.5%), the dominance of biometrics suggests a shift towards more 

robust protection. This diversified approach, led by biometrics, enhances the overall 

security landscape by leveraging stronger, more sophisticated authentication mechanisms 

that are less susceptible to common vulnerabilities like brute-force attacks or phishing. 

However, the study also reveals a concerning trend regarding app updates, with 55.5% of 

employees not regularly updating their mobile banking apps and an additional 14.1% 

unsure. This lack of consistent updates represents a critical vulnerability that could 

undermine the benefits of secure app downloads and strong authentication (Nguyen & Lee, 

2022). While employees demonstrate excellent judgment in app sourcing, this lapse in 

update vigilance indicates a potential gap in understanding the ongoing importance of 

security patches and bug fixes. Addressing this disparity through targeted awareness 

campaigns would further strengthen the overall security practices of the employee base, 

turning a potential weakness into an area for improvement. 

4.3.4 Descriptive Analysis of Perception and Suggestions 

Table 4.6 Descriptive Analysis of Perception and Suggestions 

How secure do you feel when using mobile banking apps? 

 Frequency Percent Valid Percent 
Cumulative 

Percent 
Valid Very secure 139 63.2 63.2 63.2 

somewhat secure 81 36.8 36.8 100.0 

Total 220 100.0 100.0  

Source:researcher data,2025 
The data presented in Table 4.6 offers valuable insights into the perception of security 

among employees at Bank of Abyssinia when using mobile banking applications. A 

dominant majority, 63.2% of the surveyed employees, reported feeling "Very secure" 

when utilizing these apps. This high percentage suggests a strong sense of confidence in 
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the existing security measures and protocols implemented by the bank for its mobile 

banking platform. This positive perception could stem from various factors, including 

robust encryption, multi-factor authentication, regular security updates, and effective 

awareness campaigns by the bank regarding safe mobile banking practices. Such a high 

level of perceived security is crucial for user adoption and sustained engagement with 

mobile banking services, as a lack of trust can significantly hinder their widespread use. 

Conversely, a substantial 36.8% of employees indicated feeling "Somewhat secure." While 

this group does not express outright insecurity, their sentiment suggests a degree of 

reservation or a perceived presence of minor vulnerabilities. This "somewhat secure" 

perception could be attributed to a variety of factors. Employees might be aware of general 

cyber threats in the digital landscape, leading to a cautious outlook despite the bank's 

efforts. They might also have encountered minor glitches or perceived weaknesses during 

their interactions with the app, or they might simply be more attuned to potential risks 

given their professional context within a financial institution. Understanding the specific 

concerns of this segment is vital for the Bank of Abyssinia to further enhance its security 

posture and address any lingering doubts among its staff. 

In the context of vulnerabilities of mobile banking applications to cyber threats, the 

findings from this survey provide a critical baseline for Bank of Abyssinia. While the 

overwhelmingly positive "Very secure" response is encouraging, the significant 

"Somewhat secure" segment highlights the need for continuous vigilance and 

improvement. It implies that while employees generally trust the system, there are still 

opportunities to bolster security features, enhance user education, and perhaps even 

conduct targeted awareness campaigns to address specific concerns. By delving deeper 

into the reasons behind the "somewhat secure" responses, the bank can proactively identify 

and mitigate potential vulnerabilities, ensuring the long-term integrity and trustworthiness 

of its mobile banking applications against evolving cyber threats. 

4.4 Discussion of the Result  

The study reveals a universal adoption of mobile banking applications among the 220 

surveyed respondents, with 100% confirming their usage. This finding aligns with global 

trends indicating a significant surge in mobile banking adoption, driven by convenience 

and accessibility (Sharma & Singh, 2020; Al-Omari et al., 2021). The high rate of adoption 

underscores the critical importance of understanding and addressing the security aspects of 

these applications, as a large user base directly translates to a larger potential impact of 

cyber threats. 



33 | P a g e  
 

Moreover, the data on usage frequency emphasizes the pervasive integration of these 

applications into users' financial lives. A combined 86% of respondents use mobile 

banking applications either daily (30.5%) or weekly (55.5%). This high-frequency 

interaction means that any existing vulnerability can be exploited repeatedly, amplifying 

the potential for financial fraud, data breaches, and reputational damage. This consistent 

engagement aligns with concerns raised by cybersecurity experts who highlight the 

increased risk profile associated with frequently accessed digital platforms (Kaspersky, 

2023; Europol, 2022). The persistent nature of this engagement necessitates proactive and 

continuous assessment of application security to ensure ongoing user trust and the integrity 

of financial transactions. Even the 14.1% who use mobile banking monthly still represent a 

significant user segment, as financial transactions, even if not daily, still carry inherent 

risks. 

The study highlights a high level of general awareness regarding potential cyber threats to 

mobile banking apps, with 100% of the 220 respondents affirming their awareness. This 

widespread understanding forms a strong foundational knowledge within the workforce, 

suggesting that employees are not operating in ignorance of the dangers inherent in mobile 

banking (Smith & Jones, 2023). This initial finding is crucial as it indicates that efforts to 

inform employees about the existence of such threats have been largely successful, setting 

a positive precedent for further cybersecurity education and training initiatives. 

However, a more granular examination of specific threat knowledge reveals areas for 

improvement. While "Man-in-the-Middle attacks" are the most recognized threat (24.5%), 

followed by "Phishing" (20.5%) and "Malware" (19.1%), less than a quarter of employees 

are specifically familiar with any single threat. Furthermore, threats like "SIM Swap" 

(15.9%), "App Cloning" (11.8%), and especially "Key logging" (8.2%) have significantly 

lower recognition rates (Chen et al., 2022). This disparity suggests that while employees 

understand that threats exist, their specific knowledge of the diverse methods attackers 

employ is not uniformly strong. This gap in detailed understanding could leave them 

vulnerable to less commonly discussed, yet equally potent, attack vectors. 

The data also reveals a significant practical impact of these threats, with 36.4% of 

employees having experienced a security issue while using mobile banking (Johnson & 

Davis, 2021). This substantial percentage underscores that cyber threats are not merely 

theoretical concerns but tangible problems impacting a considerable portion of the 

workforce. Combined with the observed usage patterns, where "Funds transfer" (50.9%) 

and "Balance inquiry" (22.7%) are the most frequent services, it becomes clear that 

employees are actively engaging with mobile banking functionalities that are prime targets 

for cyberattacks. The high incidence of security issues, juxtaposed with the varied but not 
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universally deep understanding of specific threats, indicates a critical need for targeted and 

comprehensive cybersecurity training that moves beyond general awareness to address the 

specific vulnerabilities and attack methods most prevalent in the mobile banking 

landscape. 

Regarding the methods used to secure mobile banking apps, a significant majority of 

employees (55.5%) utilize biometric authentication, indicating a strong preference for 

modern and convenient security measures like fingerprint or facial recognition (Chen et 

al., 2024). This suggests a positive perception of these technologies as secure and user-

friendly. A substantial portion (30.5%) still relies on traditional password or PIN 

protection, while a smaller group (14.1%) uses One-Time Passwords (OTP). This 

distribution highlights a diversified approach to security, with biometrics leading the way, 

but also shows that older methods are still in use. 

However, the data on regular app updates reveals a concerning trend regarding security 

vigilance. A large majority of employees (55.5%) do not regularly update their mobile 

banking app, with an additional 14.1% unsure if they do. Only a minority (30.5%) confirm 

that they update their app regularly. This lack of consistent updates is a critical security 

vulnerability, as updates often include crucial bug fixes, security patches, and performance 

enhancements (Nguyen & Lee, 2022). This finding suggests a potential gap in employee 

awareness or discipline regarding fundamental cybersecurity hygiene. 

On a positive note, 100% of employees download banking apps only from official app 

stores (Google Play Store, Apple App Store). This indicates a universal understanding and 

adherence to a fundamental security best practice. Downloading apps from unofficial 

sources poses a significant risk of installing malicious software, leading to data breaches 

and financial fraud (Smith & Jones, 2023). This perfect score suggests a strong and 

positive perception among employees that official app stores are the only trustworthy 

source for banking applications, reflecting either effective training, a strong personal 

awareness, or a combination of both, regarding the dangers of unverified downloads. 

The data indicates that a dominant majority, 63.2% of the surveyed employees, reported 

feeling "Very secure" when utilizing mobile banking apps. This high percentage suggests a 

strong sense of confidence in the existing security measures and protocols implemented by 

the bank for its mobile banking platform. This positive perception is crucial for user 

adoption and sustained engagement with mobile banking services, as a lack of trust can 

significantly hinder their widespread use. 

Conversely, a substantial 36.8% of employees indicated feeling "Somewhat secure." While 

this group does not express outright insecurity, their sentiment suggests a degree of 
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reservation or a perceived presence of minor vulnerabilities. This "somewhat secure" 

perception could be attributed to various factors, such as awareness of general cyber 

threats in the digital landscape, encountering minor glitches or perceived weaknesses 

during interactions with the app, or simply being more attuned to potential risks given their 

professional context within a financial institution. Understanding the specific concerns of 

this segment is vital for the Bank of Abyssinia to further enhance its security posture and 

address any lingering doubts among its staff. This finding highlights the need for 

continuous vigilance and improvement, even with generally high security perceptions 

(PWC, 2023). 
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CHAPTER FIVE 

FINDING, CONCLUSION, AND RECOMMENDATIONS 

5.1 Findings of the Study 

This study reveals several major findings regarding mobile banking usage, cyber threat 

awareness, security practices, and user perception among employees at Bank of Abyssinia 

(BOA). 

Firstly, the study unequivocally highlights the pervasive adoption and frequent use of 

mobile banking applications among BOA employees. A striking 100% of the 220 

respondents reported using mobile banking apps, with 86% using them either daily 

(30.5%) or weekly (55.5%). This widespread and consistent engagement underscores the 

critical importance of mobile banking in the employees' financial lives and, by extension, 

within the bank's operational landscape. This high rate of adoption and frequent use 

directly translates to a larger attack surface for cybercriminals, making the assessment and 

mitigation of security vulnerabilities not just relevant but imperative for protecting a vast 

user base and maintaining financial stability. 

In the second place, despite the universal adoption, the study identifies a significant 

disparity between general awareness of cyber threats and specific knowledge of various 

attack vectors. While 100% of respondents were aware of potential cyber threats, less than 

a quarter were familiar with specific threats like Man-in-the-Middle attacks (24.5%), 

Phishing (20.5%), and Malware (19.1%). Even lower recognition rates were observed for 

SIM Swap (15.9%), App Cloning (11.8%), and Keylogging (8.2%). This gap indicates that 

while employees understand that threats exist, their detailed understanding of how these 

threats manifest and how to specifically defend against them is insufficient, leaving them 

potentially vulnerable to less commonly discussed but equally potent attack methods. 

Thirdly, the practical impact of these threats is evident in the finding that 36.4% of 

employees have already experienced a security issue while using mobile banking. This 

substantial percentage confirms that cyber threats are not merely theoretical concerns but 

tangible problems that have directly affected a considerable portion of the workforce. This 

real-world experience of security incidents, combined with the prevalent use of high-value 

services like funds transfers (50.9%) and balance inquiries (22.7%), further emphasizes the 

critical need for enhanced cybersecurity measures and targeted training to bridge the 

identified knowledge gaps. 

In the fourth place, the researchdepicts mixed findings regarding employee security 

practices. On a positive note, 100% of employees download banking apps only from 
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official app stores, a crucial security best practice that significantly reduces the risk of 

installing malicious software. Furthermore, a substantial majority (55.5%) utilize biometric 

authentication, indicating a preference for modern and generally more secure 

authentication methods. However, a concerning trend emerges with app updates, as 55.5% 

of employees do not regularly update their mobile banking apps, and an additional 14.1% 

are unsure. This lack of consistent updates represents a critical vulnerability, as updates 

often contain vital security patches, undermining the benefits of other robust security 

practices. 

At last, while a dominant majority (63.2%) of employees feel "Very secure" when using 

mobile banking apps, a significant 36.8% feel "Somewhat secure." While not expressing 

outright insecurity, this "somewhat secure" sentiment suggests a degree of reservation or a 

perceived presence of minor vulnerabilities. This indicates that despite strong overall 

confidence, there are still opportunities for the bank to bolster security features, enhance 

user education, and address any lingering doubts to ensure the long-term integrity and 

trustworthiness of its mobile banking applications against evolving cyber threats. 

5.2 Conclusion 

The research , conducted at Bank of Abyssinia (BOA), aimed to assess the vulnerabilities 

of mobile banking applications to cyber threats. The findings reveal a landscape 

characterized by widespread mobile banking adoption among employees, highlighting its 

integral role in their financial activities and the bank's operations. This ubiquitous usage, 

however, simultaneously expands the potential attack surface for cybercriminals, 

underscoring the imperative for robust security measures. Despite universal awareness of 

general cyber threats, a critical knowledge gap exists regarding specific attack vectors, 

leaving employees potentially susceptible to sophisticated and less commonly discussed 

threats. The substantial percentage of employees who have experienced security issues 

while using mobile banking further confirms that these threats are tangible and require 

immediate attention. 

While employees at BOA demonstrate positive security practices such as downloading 

Applications exclusively from official stores and utilizing biometric authentication, a 

significant vulnerability emerges from the inconsistent application of updates. The 

substantial number of employees who do not regularly update their mobile banking apps 

negates the benefits of other secure practices, as updates often contain crucial security 

patches. This disparity between good practices and a critical oversight in updates creates a 

significant security risk that needs to be addressed through targeted interventions and 

education. 
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In conclusion, while a majority of BOA employees express high confidence in mobile 

banking security, a notable segment harbors some reservations. This nuanced perception, 

coupled with the identified knowledge gaps and inconsistent security practices, points to a 

clear need for enhanced cybersecurity measures. To fortify the integrity and 

trustworthiness of its mobile banking applications against evolving cyber threats, Bank of 

Abyssinia must focus on comprehensive user education that bridges the specific 

knowledge gaps, enforces consistent application updates, and continuously bolsters 

security features to address any lingering user concerns and mitigate identified 

vulnerabilities. 

5.3 Recommendation/Suggestions 

Based on the study's findings and conclusions, here are five key recommendations for the 

Bank of Abyssinia to strengthen its mobile banking security and safeguard its employees: 

 Implement comprehensive Cybersecurity Awareness Training: Develop and roll 

out comprehensive training programs that go beyond general cyber threat awareness. 

These programs should specifically educate employees on various attack vectors, 

including Man-in-the-Middle attacks, Phishing, Malware, SIM Swap, App Cloning, 

and Keylogging. The training should emphasize how these threats manifest and 

provide practical steps for employees to identify and defend against them. 

 Mandate and Facilitate Regular Mobile App Updates: Address the critical 

vulnerability of inconsistent app updates. BOA should implement a policy that 

mandates regular updates for mobile banking applications among its employees. 

Furthermore, the bank should actively facilitate this by sending regular reminders, 

providing clear instructions on how to update, and potentially exploring automated 

update mechanisms where feasible and secure. 

 Promote and Incentivize Biometric Authentication: While a good portion of 

employees use biometric authentication, continued promotion and incentivization of 

this security practice can further enhance overall security. Highlight the benefits of 

biometric authentication over traditional passwords and consider making it the 

default or preferred authentication method for mobile banking. 

 Conduct Regular Simulated Phishing and Social Engineering Drills: To bridge the 

gap between awareness and practical defense, BOA should regularly conduct 

simulated phishing campaigns and other social engineering drills. This will provide 

employees with hands-on experience in identifying and reporting suspicious 

activities, reinforcing their training, and improving their ability to recognize real-

world threats. 
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 Establish a Clear and Accessible Security Incident Reporting Mechanism: Given that 

a significant percentage of employees have experienced security issues, it is crucial 

to have a well-publicized and easy-to-use system for reporting security incidents. 

This ensures that employees feel comfortable reporting any suspicious activity or 

actual breaches promptly, allowing the bank to react swiftly and mitigate potential 

damage. 
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Questionnaire 

Dear Sir or Madam: 

I am conducting my thesis entitled assessing the Vulnerabilities of Mobile Banking Applications 
to Cyber Threats for the case of Bank of Abyssinia to be submitted to School of Graduate Studies 
of St. Mary’s University in partial fulfilment of the Requirements for the Degree of Master of 
Business Administration. Please find a questionnaire attached herewith and I kindly request you to 
spend few minutes of your valuable time to fill the questionnaire. 

 
Section A: Demographic Information 
 
(Tick the appropriate option) 
1. Age: 
[ ] 18–24 
[ ] 25–34 
[ ] 35–55 
[ ] 55+ 
2. Gender: 
[ ] Male 
[ ] Female 
Section B: Mobile Banking Usage 
3. Do you use mobile banking applications? 
 
[ ] Yes 
[ ] No 
4. How often do you use mobile banking apps? 
 
[ ] Daily 
[ ] Weekly 
[ ] Monthly 
[ ] Rarely 
 
Section C: Awareness of Cyber Threats 

5. Are you aware of the potential cyber threats to mobile banking apps? 
 
[ ] Yes 
[ ] No 
[ ] Somewhat 
 
6. Which services do you use most often? (You may tick more than one) 
 
[ ] Balance inquiry 
[ ] Funds transfer 
[ ] Bill payments 
[ ] Airtime/Data top-up 
[ ] Loan application 
[ ] Other: _______________ 
 
7. Which of the following threats have you heard of? (Check all that apply) 
[ ] Phishing 
[ ] Malware 
[ ] Man-in-the-Middle attacks 
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[ ] SIM Swap 
[ ] App Cloning 
[ ] Key logging 
[ ] None 

8. Have you ever experienced a security issue while using mobile banking? 
 
[ ] Yes 
[ ] No 
If yes, please explain: ___________________________ 
Section D: Security Practices 
 
9. Do you use any of the following to secure your mobile banking app? (Tick all that apply) 
[ ] Password or PIN 
[ ] Biometric authentication (fingerprint, facial recognition) 
[ ] One-Time Password (OTP) 
[ ] I don't use any 
 
10. Do you regularly update your mobile banking app?  
 
[ ] Yes 
[ ] No 
[ ] Not sure 
11. Do you download banking apps only from official app stores (Google Play Store, Apple App 
Store)? 
 
[ ] Yes 
[ ] No 
[ ] Not sure 

Section E: Perception and Suggestions 
 
12. How secure do you feel when using mobile banking apps? 
[ ] Very secure 
[ ] somewhat secure 
[ ] Neutral 
[ ] somewhat insecure 
[ ] Very insecure 

13. What improvements would you suggest to enhance the security of mobile banking apps? 
 

 

 

 

 

Thank you very much; your response is highly appreciated 

 


